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DIVA-IAP-AX HAl= 7|5 278 A HE =22 st & MHE &St UASLCH
Microsoft Windows 7 O|4, Linux, Mac OS X

& H2t2X: Mozilla Firefox, Apple Safari, Google Chrome, Microsoft Internet Explorer 8 O] &}

S ESE ¥
DIVA-IAP-AX ZX|o| & H7d zH2 T

DIVA-IAP-AX ZHX|Qt AFZ AL A
DIVA-IAP-AX & X0 T &

1
2 A 2 El0| b2 XM SYSTEM LEDZt Z4 el LIEr.
3. ALEX AFHO P ¥

4

5

>

B4l 255255.255.0) 242 METL|CH

Enter 7' = TI:I L‘| I:l'

U HASNE HWH 3 A

Authorization Required

Usemame root

Password

930 =0l HYHS

2 £ E” Ml-T‘- AHESIA|Z] BEEFLICEH 2391
EHSE S Administration D50l A 2

UsE MG

DIVA-IAP Series  status ~

Management ~  Network ~  Log out

o Hd QHmO|AE Ci322f Z0| 4749 ojel & HO|X|2 F-E0f A2l 2+zto| Ho[X[oM §F 7|s8 WAL 4
i N SE HEE golg = ASL

Status RFEM UHEYI 4T T X AZA HEf, A2t Egf, FX| BEE BEAZLC

Management A|AH HIZH D HZA Hol YHOIE, 4% ME/S7/X7|3 MEY Z2MAE HATLIC

Network IP A2} Z2 HER3I JEet FM DHCP AH, HERA Tt Yoty 7|52 ™

Log out & AMH AAZ F=ELCL
Zt MO|X[ofM MEEZ BPstd = 3t SITo| Save HHES S2/6tH HZAE MH7FHO| QA HYELCH 25 Y2 #HE3
= 3}H StEHO| Save & Apply HES 26t HZE P22 FIX|7L SZELICE Management > Reboot 0FE A5}
o 28 o HEE dF2E A=A =5ty A2 YL
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Chapter 2: Status

7P HENT A2 & 3 A Ef

JH

dzfz, X P2 52 #EAIZLCL
Overview System, Network, Active DHCP Leases, Wireless, Associate Station SEE HA[ZLICE,

System Log O|HMIE 21 HEE EAIELICE 21 HA|IX] 37| & OMIE ZF £ System > System > Logging Ol
oM A == A1, 21 HAIX] HES ot 4 MHE HA™g = AS UL

Channel Analysis &8 24 HEQI0M LX|El= 24/5GHz KE FEE mAIRLICEL FHO| X[t FHH HX
of AMd 7HHO| LS| R=E FM XHES FS2| dMo T A8Y XES MEISHA|Z| BRELICE AT
SRR SMSHA dMe BL, DIVA-IAP-AX FX[e] 24 QIHHO|AE Monitor ZEZ E7HSHA|7| HFEfLICEH
Monitor 2E= Interfaces > Wireless H'F2 T4t £ radio0 / radiol QNE{HO|AL| Mode HSF0A H-TL|CE,
Realtime Graphs A|AH 251 2 RFM HO[H Ezfd, B4 Mz Lot LO[= B|d, AZE TCP/UDP MM EE
£ HAZt O2jZ2 HAILCH

- O
2 2%

2.1 Overview

Status
System

Hostname DIVA-AX

Model

DIVA-IAP-AX & DIVA-AXP

Firmware Version DIVA-AX 23.05 260104

Local Time 2026-01-08 18:32:45

Uptime

Oh 10m 37s

Hostname 974 HEQI0OAN AMezls Xl 0|22 EAIBLICE System > System > General Settings Bi0{A{
Hostname #t2 H4 LI

DIVA-IAP-AX : Do QX OFE|L} KHAHS
DIVA-AXP : X[k QHEILE LMY, P66 La/UT

Firmware Version E%|0] ™S HA|ZLICE System > Backup / Flash Firmware H&0A EHYONE YFHOIE & =+

O|ﬁ|_| |:|.

A H

g = AM2E SH AIZE BAIZUHCL MRS ZUCH HAALE Reboot 7|55 HHSHH =7[5t ELCH
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Network

Protocol: Static address
Address: 192.168.0.201/24
Gateway: 192.168.0.1
DNS1:883838
DNS 2: 168.126.63.1
DNS 3: 164.124.101.2
Connected: Oh 11m 20s
8% Device: Bridge: "br-lan”
MAC address: 00:C0:CA:B9:88:5B

Active Connections 45 /12288 (0%)

Active DHCP Leases

Hostname IPv4 address MAC address Lease time remaining

There are no active leases

Network LE®|3 e} HZAE QIHLO|A HEE HA[SHLICE
Active DHCP Leases IPv4 DHCP AMH 7|5 A& A, HZAE DHCP S2t0|HE FX| HEE HA[SLICE

Wireless

Type: MAC80211 802.11ac/ax/n Type: MAC80211 802.11ax/b/g/n
Channel: 48 (5.240 GHz) Channel: 13 (2.472 GHz)
Bitrate: 22 Mbit/s Bitrate: 258 Mbit/s

4l SSID: DIVA-5G 4 SSID: DIVA-2.4G

Mode: Master Mode: Master
BSSID: 00:C0:CA:B9:88:5E BSSID: 00:C0:CA:B9:88:5D

Encryption: WPA2 PSK (CCMP) Encryption: WPA2 PSK (CCMP)
Associations: 2 Associations: 1

Associated Stations

Network MAC address Signal / Noise = RX Rate / TX Rate

A
Access 286.7 Mbit/s, 20 MHz, HE-MCS 11

,'B‘O\i/'x 50:2F-98: [ 192.168.0.34 - 1'(']'; Bm| HENSS2
] =5 ™/ 6.0 Mbit/s, 20 MHz

5G"
(wian0)

A
Access 48.0 Mbit/s, 20 MHz

Point peor:1s. R 2 A 21.7 Mbit/s, 20 MHz, MCS 2
"DIVA- -64/-105 dBm Short Gl

5G”
(wian0)

Wireless 5GHz(radio0) @} 2.4GHz(radio1) QIEHO|A HEfE HEA|ISL|CE

Associated Stations £ AZA AIZtLICE DIVA-IAP-AX EX|E Access Point ZEZ ALE A|, 20

Disconnect H{E0| HA|Z|1 H oigt S2to|QE FX|o FM AZO0| HO{ZLICE O|=tol S2I0[AHE
B s

YA AZES MY W AR, 5 Access Point HX|E THEE & WM7HX| CHA| HZAE 5 YPSLICH

]
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2.2 System Log

2.2.1 System Log
Wi-Fi A2 ZX Lt DHCP/DNS, &atd, MHIA MAIE, 28 2F S =olg o A8y 22d HZ22o M
g1 MEEY = HAXE As MHEUS 2ADHE 23 HAIX] 27| 8 O|HE FZFRE System > System >

Logging OlF0IlA B3 & AN, 20 HAXE 2/F HERD MH=Z HEH=E 28g &+ ASHCL

.debug kernel :
.debug kernel :
.debug kernel:

ATE_INFO_TYPE not supported.
Calling Convention w1.0

M HROM AEElE AlZt SEE LIEHHLICE CHES <l d2teh Al G271 28

—

o A O O S s

rlo

Iréoil EAIElE AlZH
3 7

o= o
gt AL System > System > General Settings % Time Synchronization O F0A A|ZF HEE MYsiL|Ct

2.2.2 Kernel Log
glsa AHE0M £ 23 HAIXZM SHEQIO, HIEHT AH, o2 2E HAXE =g Of AFEEL L.
HERR 2HIo|A o2 S & + Aol HE 21 HAXs WEHCZ A" 21 HAXZ

=1
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2.3 Channel Analysis

2.3.1 radio0 (5GHz) 5GHz M@ &AM ZE BA|LCL ZHd0] 2ASIX| G MES ALESHAIZ| HEELIC.

radio1 (2.4

60 64 |100 104 108 112 116 120 124 128 132 136 140 144 |149 153 157 161 165

Signal SSID Channel Channel Width

all-10 dBm Local Interface . 20 MHz

2.3.2 radio1 (2.4GHz) 24GHz X2 ZAM ZAIE BEA|IL|CE 70| LESIX| = ME2 AMESHA|7| HEEL|CE

radio0 (5GHz)

50 dbm HPAWEleaderAP-2BD0
= = NETGEARS9  _
t=I35Z0W-Series

visiondream

DIREGT-2737ADA7.

Signal A SSID Channel Channel Width Mode BSSID
il -37 dBm @ Fiberbase 20 MHz Master 70:5D:CC:2F:B9:5A
il -48 dBm ® HUAWEI-LeaderAP-2BD0 20 MHz (40 MHz Intolerant) Master 38:90:52:84:2B:D0

il -49 dBm ® CPS-Guest 20 MHz (40 MHz Intolerant) Master 38:90:52:84:2B:D1
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2.4 Realtime Graphs

2.4.1 Load CPU &Ei HEE HA|SIH Average= CPUOIA

L|C}. DIVA-IAP-AX HZE2
2 9™ SHAE LIEFRLCE
5 X3}, Watchdog 2|5 &

Traffic

Wireless

Connections

1 Minute Load: 0.00

Average:

5 Minute Load: 0.00

Average:

15 Minute Load:  0.00 Average:

2.4.2 Traffic 2702 SMa ZEQ} 2 4GHz @F 5GHz &M

Connections

wian1

36.00 Mibit/s (4.50 MiB/s)

24,00 Mibit/s (3.00 MiB/s)

12.00 Mibit/s (1.50 MiB/s)

Inbound: Average:

Outbound: Average:
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430{ CPUE AETILICE 00 ~ 2.8 X= H& &HQo|n
257t ddigt 42 ¥ MH0| =B{X|ALt SSH

HIGHLINK

2 SO|ALL 2¥ Of7| JEiR Z2MA =5 LIEHH

HQ , 28 ~ 4.0 =X|= F2|, 40 0|4
Ay X, FM 2, NAT/Z2E N

(3 minute window, nd interval

Peak: 0.01
Peak: 0.01

Peak: 0.00

{3 minute window, 3

Peak:
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2.4.3 Wireless 2.4GHz 2 5GHz M A3 ZE U LO|= g, £ E HA[ELCH

Load  Traffic Connections

radio1.network1

-50 dBm

-75 dBm

(3 minute window, 3 second inkerval)

Signal: -3 dBm Average: -5 dBm Peak: -1dBm

Noise:  -100 dBm Average: -100 dBm Peak: -100 dBm

75.00 Mbit/s

50.00 Mbit/s

25,00 Mbit/s

(3 minute window, 3 second inkerval)

Phy Rate: 24 Mbitis rage: 30 Mbit/s Peak: 61 Mbit/s

Signal T4 ZX| AtO|o] =4I &z MZ|E HAISIH 00 7i7tE45F Hot M2 E o0t
-30 ~ -50: 04 &8 & £&)
-50 ~ -60 : S (2HH)
-60 ~ -70: H& (Hk &)
-70 ~ -80 : L& (B 7t5)
Noise FH 2HZ0|M LMst= HOt g HS FAILLCH
-95 ~ -100 : O§ 7R
-90: HE
-85 0|4 : =&/t

Phy Rate 0|24 M T& &£
QElA Aot QHYE SS9 ¥
SHLICE Signal 20| =O0F= Noise 2|'20| =2
7ts°80| ot L|ct.

0
20l BSE FP MY YT BH SA H2lB ol

=
£E7F HOpX|1, 80MHz ME =2 23| 7hg T
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2.4.4 Connections 12 El TCP/UDP/ICMP NN HEE HA[LICL

Load Traffic Wireless

(3 minute window, 3 second interval)

Average:

Average:

Enable DNS lpokups

Network Protocol Source Destination Transfer
IPV4 UDP
IPV4 TCP
IPVE UDP f -febo: [f02:-f0] 5
IPV4 UDP 192 224.0.0.251
IPVE UDP fed0 -feb [fiD2::f
IPV4 UDP 192.168. 224.0.0.25
TCP
2etdoz 1712 & MHOZH HEHE 4 JHOl MA HZO| WYE LT HZEO| oty FR CPU o7t =0t
X2 o227t 2F6hH K| 4s0| MotE 5= ASFLICH DIVA-IAP-AX ME2 128MB U2 2|E EASHD don] %
CH 819271 O|Ltfel SAl M AFEE ATELILE SAl MA0| 7te 32 HIEHHQ S2t0|AE FAE =2ISHA|
flood, DNS

7| HigLCh gEtM oz HIFYHQl S2H0|2E YX|OM= P2p ZRE loT HAUOE AESHALE UDP
=]

SA MM T E s (CHEPA =X])
v 30% 0|2+ (245874 O|gh : 0§ oty

v 30 ~ 60% (2458 ~ 49157H) : HAt

v 60 ~ 80% (4915 ~ 65547) : F2

v

80% 0|4} (65547 O|4h : 2|
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Chapter 3: Management

A| A

HIGHLINK

2 AlZE 8 230 2SS AFStL, HAO YHOlE, 2 EV|=/MY/=T MEE HEYgs ddL
System A|AE A[ZF S7[sh, 23 HAX] 4 28, EIRIMH 28
Administration 271¢Q| H[Z#MZ SSH/HTTPS F& A3
Backup / Flash Firmware 8748 X&/S7, & 27|32, EH0 HHO|
Reboot A|AE! THA|Z!
3.1 System
3.1.1 General Settings
23 AR 3 HotEof AFEE= AlZtar 2] S fT §E 52 YLt

m

can configure the bz

System Properties

Logging :hronization

Local Time
Hostname:

optional, short d

Notes

Dptional, free-form notes

Local Time A|2EIOA WX ALEEl= AlZES

AL
"0

Sync with NTP-Server NTP A{H{Q} A|Zt

Sync with browser

Description &2 %x"o
Notes 2| 58S 2

Timezone 2Z2 A|Zt XS
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AMEA HREH ¥ 22

s FRIof CHet F=7F &

= MEELCE (7128

Language and Style

St
=1

HA[LILE

SMet A2t BEE F7|%} gLt
HEE 7|3 UL} (Time Synchronization
27 DIVA-AX Series)

— HA

Xt

[==}

x)

Asia/Seoul)
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3.1.2 Logging
g MHO| BARE 23 HAIX] I 37| 81 20 HAX] &S 9T 2F MY Y2 S5 8L

System

He can configure the ba ects of y B ame or the tim

System Properties

General Settings ime Synchronization = Language and Style

Cron Log Li Normal

System log buffer size Status > System Log 2tHO| HEA|L|= AKX B AO|=E HEgL|CL

External system log server 21 HA|X[E =43l= #H MHQ| |p FAE AT L|CH

External system log server port &2 Z1 MH A ALEE|lE TCP/UDP 2% HSE &HsiL|Ct

External system log server protocol 21 AHQL MM HAZO| ALEE|= TCP/UDP ZEEES MEIYLICH

Write system log to file &X| L{F HEZ[0 21 HAXE MY IXE AL L

Log output level & MHO| EAlZ 23 HAIX] SFE MESLICE Yo7t Ll 2 Debug BES AHEZ
|

2= QUX|EE ANl MEJO|AE Notice E£& Warning 2| AMES HZSLICE (7|22 Notice)

Debug i At Tl HA[X]
Info LEHOI FE HAIX|, O]Z2[AH 0| XY HY SES FHY W A8
Notice ‘S&HO[X|T o0 YT (HT)
Warning 211 =4, 8= X2 &= X7t 2 + e &8s 31 (#Y)

Error 25 =7, O{Z2|HO|MOIA 2| 2

Critical 2% &%
Alert S48l =X 282

Emergency A|AE AME 27t

Cron Log Level A|AHE | 7|55t= d&el 8ol 48 (|24 Normal)
Normal &0l 4% 5 At 2 RIFZ 7=
Disabled 2 & (Error) HIA[X|ZH H7|AL 23 HAIX] E2HE Ao AEHEE)
Debug Z& ClHI HAIX|Qt M LHHS =

tu
|
2

Il
e
0%
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3.1.3 Time Synchronization

System

Here you can configure the basic aspecis of your device like its hostname or the timezone.

System Properties

General Setlings  Logging Language and Style

Enable NTP dient [+

Provide NTP server

Use DHCF advertised servers

NTP server candidates | 0.openwrt.pool.ntp.org
1.openwrt_poolntp.org
2 openwrt.pool.ntp.org

3.openwrt.pool_ntp.org

Enable NTP client M3 Al NTP MB{Qt A2 HEE XAs2E2 F7|% gL Ch
Provide NTP server |2 A| DIVA-IAP-AX TX|E NTP A2 ALESLICH (UDP 1

Bind NTP server NTP AMH| 7|52 HEdt= HEX{I AEHEO|AE MEigL|C
Use DHCP advertised servers DIVA-IAP-AX &X|7} DHCP MHZEH |p TAE & 22 [If, DHCP & HA|
A(Ed 4200 ZetEl NTP AMH FAE A2 AZE S7|2t0] AFSELITE DIVA-IAP-AX FX|l= AHEXRZE NTP
server candidatesOil S5+ 2|AE 2|0 DHCP MHZRH 22 NTP M FAE FII5H0 AZH S7(3tE Al
SRLICEH Bt 7|52 MIABIX| o™ DHCP MEZRE MIEH2 NTP MY FEE FAISIL, AHEXF S5
Sl NTP server candidates == 0t ALE%HLICH

NTP server candidates AFEE NTP MHE SEfLICE

3.1.4 Language and Style

System

aspects of your device like its hostname or the timezone.

System Properties

General Settings  Logging Tim chronization

Language auto

Design Bootstrap

Language auto = English 5 ALY Q10| E MEHSLICE

Design & AMH C|XQIS MENSHLICE
Bootstrap AFEXAF BE2t@K MO el AFS2 2 Dark/Light ZEZ gt
BootstrapDark O{5&& H{d ZE
BootstrapLight 52 tiZd 2=
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3.2 Administration

3.2.1 Router Password

Router Password

Changes the administrator pz rord for a g the device

Confirmation

Password 6XAt2| O|AQ| H|IH

=
Confirmation Y&$t HIZH

fob rx

S5 YYBLICL 32 UG SHTIO) B|UHMS LIt EAIGLC
L

HZH= 4 Al X FH0| 27tsgUL 2 2X[E Sl 2E €8S Z7(545tn CrA| EFsliof gLict

SYSTEM LEDZ} W2 2 Uf7tx] RESET 29/X|E SHICH HH HF 280 =7|=t HL|Ch

3.2.2 SSH Access

Router Password

SSH Access

Dropbear off H network shell ; and an integrated enver

Dropbear Instance
Interface
Listen only on the given interface or, if unspecified, on all
Port

authentication

rd authentication

Allow root logins

Allow the roof user to log in with password

Allow remote o connect to local SSH forwarded ports

Interface SSH &2 3{7t6t= UESRA QEHL|O|AE MEHBHL|CE

Port §&2 Of7|5t= ZE W5 YHIALID

Password authentication H/2#HZ Q15 S AT LIC

Allow root logins with password HZ2#=Z Q15 Al root 22X} H3t &S 5{28fL|Ct
Gateway Ports ¥4 DAE FA|7} ZE HeHdoz 2Z SSHE F&dte A2 S{8LCL

Delete SSH ©&2 2|8t Dropbear QIAHAE APK|TtL|CH

Al
Add interface SSH ©%2 /8t 44 Dropbear QIAEHAE FIboLICH
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3.2.3 SSH-Keys
27 71E ARSIH 2z Qo|E HOF £F0| &= SSH Z010| 7HsEL|CE DIVA-IAP-AX ZHXK|Of] A3 7|2 ¢=2
E&t2{M OpenSSHet =etk|= 37 7| ZEE 20 7Lt pub IS 3 ZE=Z £ gL CH

ompared to the use of plain pa

3.2.4 HTTP(S) Access
HTTP E= HTTPS WERZ TH&H2 HEYLICE Eoto O|fE 2IF(WAN) E&52 7|28 =2 XtEtE|of oM,

LHS(LAN) &2 8L

Router Password =~ SSH Act

HTTP(S) Access

uHTTPd oifel

Settings

Redirect to HTTPS

Enable afic redirection of HT TP reques

|3 ZE HTTP &2 HTTPSE X5 Mt

—Ho

Redirect to HTTPS M3 A| E92
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3.3 Backup / Flash Firmware

Flash operations

nad a tar archive of the current configuration files.

ad backup
re configuration fi can upload a pr sly generated back re here. eset the firmware to its initial st
et to defaults

backup

Flash new firmware image

Upload pgrade-compatible image here to replace the running firmware.

Image

Backup

Generate archive X A MEHE TtYLZ PCO| CHREZE BLCH

ne

Restore

£y
|0
tu
rE
ox
ot

Perform reset 25 MH™E *x7 2 I8 gy ot

x
o
Upload archive... PCO| M& = M7 m22 DIVA-IAP-AX HX|Z HZESIo dFS St ct

Flash new firmware image

Flash image... 0] M S =gty = %M HE22 Y 0|E gLt

3.4 Reboot

Reboot

R 5

Perform reboot A|2"S MAIZ LCH A 2ES HES = Save & Apply HHES S=OHH BHPE 2T JE
2 ZX7t SHELCL Reboots 2t 20| HEBE AS CiA| ot =Qlstd AS AL
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Chapter 4: Network

2]

D, Ot} Zr2 FM mato|y, HatHS METLCE DIVA-IAP-AX
d

F2M ClEHOAE HEX|Z B P Fa U S
% e s BXE &

SKle HE/R ZX2 HERI AHH O~

HESA EX|= DIVA-IAP-AX FX[0| 22|22 EXfSts StEQ0 QIHIo|A Es O
XIE 2olojgLICt OSI 7AE & L2 HolH &3 A B0l sistH Ip FAE AT JHAX| EELICEH DIVA-IAP-AX & X|0&= etho,
eth1, wlan0, wlan1 SIEQ|0 X7t Z=XStD, 0|2 7tAb AQX|2 @ZASH Ha|X| &X[(0|Z: br-lan)7} 7|2 Mg L|Ct Z+zt

O SIEQIY HKE taeHo 2 2ote A0 = VIAN X7t HdELCE (Network > Interfaces > Devices 278 & X)

ADEQO{HOZ 22 JAH Zt

HEXI FXE =e|dez2 HASHH HEYT QHHOo|AZ MHELICHL OSI 7AE & L3 UEXI ASO siEstH M|
P A 2EE= Ct. 80| a2t etho, eth1, wlan0, wlan1 HERZ &X| SO0IA LAN It WAN S92 HEA
PIHYOIAE Y = JASLILCHL & oM HERZ HXE AMESI0 o TZEZZ 9 HEQA0 ZY AHRANE H

<
O|8tA EL|C} DIVA-IAP-AX H&E2 E2|X| HX|(br-lan)0f| “lan” 0|2S F03t HEQA QEMHO|AE 7|2 AI3TL|Ct.

—

ot
Jfo
°
i

0

(Network > Interfaces > Interfaces 8 & =x)

4.1 Interfaces

QHIM O 2 Access Point, Access Point (WDS), Client (WDS), 802.11s 2EE f%%‘ A2 DE oM EX|7} 1749 B2Z Y E
A0 HELZ| W20 7= HEHYI AHHO|X(lan)T DHSHN ML & ASF OF DIVA-IAP-AX EXIE IP 37
7|8 AH8Y B, ethO/eth1t HERIA FX T 17H= WANEQF HE Jﬂ AZE 9ot HE/XA AHIo|AZ FE|FX
LIHX| 3709 HEHR FAl= LANUWE HERYHI) 222 Qo HEHYI QAHHO|AZE ZE2|ELICE Client 2ZEE AIEY 4
0= wlan0/wlan1 HIET X & 17§= WAN HZS flot HESRI QAHEO[AZ F2|=|D HHA| 3712 WESRR T
K= LAN 922 flot HEHA 2Hmo|A2 22| LT}

)

[>
I
o
ot
ﬁ

4.1.1 Interfaces

Devices

Interfaces

lan
e (BBa R

Protocol: Static at

brdan

Restart Stop HHES Sl STE oY HEHI AHHO|A Z2NAE MYAIZF LT
Stop 28 #Z & HAS fldl s HE/R 'Eiﬂlol* dds gAYz ST

S4=
Edit Sf'e HEHI HH oA 27
=

Delete 3 HERI AHT|O|AE AMTLIC

Add new interface... &7 HEX3 QY O|AE FItetL|Ct
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Edit HES 23t sl HEXT AHHO|20 1P FAE Zetot 13 HER/R YEE Lt

4.1.1.1 General Settings

Interfaces » lan

DHCP Server

Status ¥ Device: br—lan

Frotocol Static address
Device |®®br-lan

Disable this interface

Ering up on boot

|Pv4 address

IPv4 netmask

IPv4 gate
IPv4 broadcas
Force link 22|MQl 23 HEfQ 2A 0| QEIO|AE T4 A MEfE |FX[LICH 7t Ee2[X| 2AHI 0
20| WAN #0|20| 22|E &% Lotd/etRE0| StE= A2 X[ = USLICL
Status U E9A QAHHO|A 47 X % HEHE HAIGL|CL
Protocol IP T4 ALE Al S MEHGHL|CE
Static address IPv4 EE= IPve 2HAQ| 1 |p FTAE ABSIEE AP LICH
DHCP client IPv4 40| Xt5 IP FLAE ALESIEE AFHLIC
Device IP A7} AFEE|= HERT HXE MEistL|C}
Disable this interface HIE3 QIHM0|AE ALESHA| Y E AETL|C
Bring up on boot A|A8 2E A HEQI QIHLO|AT} XtE AZE|=E AL Ot
IPv4 address Static address AFEA| [P FAE HFEHL|Ct
IPv4 netmask Static address AFEA| WEXZ IAT|E HETLICL
IPv4 gateway Static address AF& Al Z[O|EQ0] FAE HHFTLICL
IPv4 broadcast Static address At& Al netmask &0 Mot E2E HAE FAE HFTL|CH 255.255.255.0
C A AFBA| xxxxoxxxxx.0 22 HEQYT FA0|1, xxxxxxxxx.255 42 HREE I|AE FAQL|CH

IPv6 address IPv6 Static address AFEA| TAE AFTL O

IPv6 gateway IPv6 Static address A& Al Z[O|EQ|O| =25 SFgLICL

IPv6 routed prefix DIVA-IAP-AX HX|E IPv6 DHCP MHE AL8T 42, LiF HEQIAo 2Ysts T4 Y
g dEgoh
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24 / 63 H|0|X|

Use default gateway sii? QIE{IO|A0AM XS3t= HOIEYOIE AL 7|2 2t*E ZE22 MR o
£E AEgLCH LEHCR Ip 3R7| 7|52 AEE f, WAN QIEHHO[A0AM MM LAN QIE{H O] A 0] A
= 235K &L

Use custom DNS servers siiZ QIE{IO|A0M X522 &Y 22 DNS MHE FAIStL, ALSXIZL X[t
DNS MH FAE ALESLICH

DNS search domains H& LS A/ALHY 0|8 Al BE ZAE 0|52 DNSZE X2 I X522 F
M M ool 252 23 E“—|':|' 7|'7§‘>'7él AR APRAD 22 dEEel SFoiMeE 2E2R% D
7t 3715t 8 X|¢0| we &= ASFLCH

DNS weight 0{2{ QIE{H0]A2| DNS A1H'| SO|M O QIEHO|AS| DNSE MECZ AELX| AHETLICL

U0l He+F U=t HOHYLILE WF DNS MHE ALE3H7LE O|F WAN 2HE0IM Atge &+ USLICH
Use gateway metric 0{2] 74| 7|2 HO|EQO[7t U= W, OfH CE I 0|22 AHOIEQO|E FUH2E AE

R AL 0] RE+5 2U=fI7F SOHLICE 0| WAN 2HE0IM At8E &= AELICh
Override IPv4 routing table Si% QIHHO|AQ] |Pv4 2R EE 7|Z(main) HIO|=0| OtLl, X[t HEO| 2%
8 HOIZE HATLC M 2, g HE| WANS 7dE W A8E = ASFLICE e ALEXE I3
FUC2 X 28Y B AR HER/NA ¥E0| 27t + UASFLILL

e
Override IPv6 routing table i QIE{HO|AQ| IPv6 2tRE

£ 7[&(main) HO[=0| OfH, 7(|7("3._ Yol 2t¢
g Hol22 HAYLC M 2tfY, 15 ZE| WANS 78 U M8F + UASFUCL 13 AEXE fIT
o2 HR 4¥Y 42 2F HEHA H9E0| 27tsE + UHULL
Delegate IPv6 prefixes WAN QIE{H 0|20 st SHOE i

ch QIEI|O|AE Sl B2 IPv6 prefixE CHE
L5 QIHIO|A(LAN S)0| EHIEX| Of2E HEELCE ALY 22, ISP SCERH B2 IPv6 prefixE LAN
ot Z2 CH2 QT Oo|A0 MY 7HSSHH LANOIAE IPve A7t AF5O2 MAELICEH HASHK A2 ER
LANOIA IPv6 FAIt At 2 HHEEX| ol WE HEXIAQ IPve oEfTt HIE S}t ELCt

IPv6 assignment length &% 2/E{HO[AWAN)OIA 222 IPv6 prefix (Prefix Delegation, PD)E diE QIH I
O|20 OfH ZO|2 ZILX| SFYLICE LEHOZ LANOIM 60 EE= 64 #US AMESHD, 2f0] g™ i

QIE{ I O] 20| IPv6 prefixE SESHA| AELICE WAN QIEHO|A0 = &K &L Ch
64: EF LAN 2738 (SLAAC 8¢ S75)
0: 0 & Z2[HA (519 HEHYIZO HEH 7ts5)
disabled : IPv6 H| 243}

IPv6 assignment hint &2((WAN)OIIAf 22 IPve Z2[ZA FO|M S|P AHMHO|ATF AFRY ot Z2[HAE

6
BB 2 22 IPve Hi9S RAISHALE o2 7H| LAN
2

16%l 2oz SEYLCh AEEOo|A &=M7t S

2 s 12 M AAEE = USLICH SHY LAN oAM= AHEE 27t gL

IPv6 prefix filter S1E QIE{H O|A | |IPve T2|TA ZO|A, O Z2|TADH MEAs}
I

7F SRI(WAN)O M 22 of2 5
of AFE/9IYE I MgtetLCt. IEfUl MBIA MYUXLE &2 HWERS= o AHHO|20 o2 712l IPve
ZHAE SAO HSY = ASLICHL JHotX| = Z2[HA7F LANG IYE[AHL 7|2 2R E0 4ol A
= EXoH| 28 AHgE ULt

IPv6 suffix ST QIEIHO[AFR LAN)OA ALBE IPv6 T2 SAE BE (B 64H E)2 DHYYLICE EE
IPv6 FAE [ZZ|HA 64H|E] : [SAE D 64H|E] HEfZ TAHE|D, T2|TAE ISPOWANSDLANCE RIS
g Z1 SAE |DE ME(SLAAC) = EUI-64 BAlo2 JLMELICE IPv6 suffixe O] SAE DO ZREES
+SOE XS0 FAE nFELIC

IPv6 preference ilE QAEMHO|AT} advertise StHL AFE3H= IPve ZE[EHA/EIREQ Mg 4750, 2

2tO|HE FX|I7t 02 IPve 42 T M7t 58 ZEE R4 AESEE L
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4.1.1.2 DHCP Server ©

Interfaces » lan

General Settings

Ignore interface

Disable for this interface.

100

Lowest leased addn 5 offset from the ne ¢ address.

150

Maximum number of leased addresses.

Lease time 12h

Expiry time of leased addresses, minimum is 2 minutes ( 2m ).

Dismiss

Ignore interface EtAE K 3ASIH DIVA-IAP-AX ZHX|E DHCP MHEZ AESIX| UEL|CH HIASHK| RO
DIVA-IAP-AX & X|&= HESQZO HA=Z S2M DHCP Client X[E0|A IP A5 Xt5oz2 TEstLCt &8
M HEZO| HX|= CHE DHCP AMHQt 50| YAlstK| R & FO|SHA|7| HHZLICH (7|24

413)
DHCP MHZ A8% 4—?— otgfe g5 EEYLICE

e IP =4 B9 AI& w2 YL oE &9 192.168.1.0 U
FLICE.

= 92.168.1.0 4 E
|01|71| 192.168.1.100 £ E{ 192.168.1.249 A}0|2| 1507Y

=2

=
ot
]
o)

- O
+
k>
I
NH
ot
ol
— o

P FAE gt
Lease time SZE IP FAO FF AZHS B(m), AlZhh), €d) THIZ HPTL|CH S20|HE Xl HF Al
70| Aust = 1p FAE CHA| 2 2otof gL ct

30m : 302

12h : 12A]2t

1d: 1Y

Dynamic DHCP d{E QIE{HO|A0] DHCP/RA HEEZ AE2E HELX| MEHGLICE FZ IPv6 Prefix
Delegation®Z PHSOITl SX LfF QIHMO|A0 HEELICL NISHH sHo=z WHE AHI|O0[20
DHCPV6/RA Mt HEE X522 HEYLICE IPv4 AL Al A Ea7t g&LICH

Force DHCP 22I0[E FX|o] 9F OfFet &uglo] siy AHMO|A0| FlE DHCP NS ZHE HEY

LCh LEHH Ol stFo M= AFBEIX| o0, DHCP EFES ME2X| fie U8 YHCIE K|, 2 HERI
Ao ZHMz HE/R 282 HEYLOL HASHA &

Ao HFE DHCP MHZ SZEHStH DHCP Discover /
Request DIA|X|E EH Z2t0|HE FX[O|AHTH IP FAL ’.‘_% %“és.:.'—“:f

IPv4-Netmask DHCP Z2i0|HE F X0 HES IPv4 AE

M =322 28¢ ZaJt &Lt MASHK
MEUY OIA3E XS 2 ddetL ot

ocod

E.'—IEf CHF&22f 280

Wota3 g 7|FoR

_'_0_..

|0
rg
els
ol
ro
m
E
S
[>
1o
=
44 HTJ
i
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26 / 63 0| X|

DHCP-Options DHCP MB{7} 20| E EX[0o|H MEE DHCP SME 52
F4 2o 548 M E S8 oy JHe HERR FE
A3 YOHE L = A2n, 7|2 DHCP AMH Z2¥at
Option 1 : Subnet Mask
Option 3 : Default Gateway
Option 6 : DNS Server
Option 15 : Domain Name
Option 42 : NTP Server
Option 66 : TFTP Server (PXE)
Option 67 : Boot Filename (PXE)
Option 119 : Domain Search
Designated master HEQIZ0| 02 7H2| DHCP M7t AS BX, i DHCP MHE HESZ S| OIAH(R
M) DHCP MH{=Z X|FgLICh thY DHCP MH 2tE0M= d38e Zart Y&LIth §AsHH DIVA Xl= O
2E DHCP AMH{Z Q151 DHCP Discover®| & HSHo=z JESI0 S2t0|QETL siE MHE MEY Jts
‘42 =YL SHX|2F CHE DHCP MHete] S5 7tsdS AHE & el HESINA T DHCP MH
o ALY A AT
RA-Service Sig QIE{HO|A0|A IPv6 Router Advertisement(RA)E O{E A M-S X MEABILICH RAZ IPV6OIA]
SC20|IET} IPve T4, 7|2 HO|EQIO], DNS HEE Ars2z2 HEHst= 7|sYL T
disabled ol d SIEHH|O|A0A RA ELIX| 5. SEIO|AEOM IPve o 48 HE, IPv4 HERS
server mode DIVA &X|7} |Pv6 RA MHE 2, Z2I0|AET7} SLAACE IPv6 T4 44
relay mode 312 QAELO[A0M RAS H-ESHA] @1 &9 2HHOIAWAN)S| RA 7
hybrid mode RA + DHCPv6 28 R E, SIAAC T4 DHCPv6 &M XS
Default router IPv6 RAOIA 7|2 2t E{(7|= A OIEQI0]) &1 YA S MEFLIC
automatic 7bd QHESIL LBrHQl o=z SiE QEMOo[A0 FHH Ipve HZO|l AS WEH 7|2 2t
FHEZ IS XS U
on available prefix 2AEE |pve 427t 2
IPve S4l A[F2 7HSoHAE 2% IPve S 2
forced HLET JEfQF FESHA &b AHES IPve 7|2 2tREZE FATLCL IPve Z27F G0l Z2t0]
ME MKl FxU DIVA BX[Z Ipve EfEHS MESTLICE
Enable SLAAC oS QIE{HO|AOA IPv6 TAE SLAAC(Stateless Address Autoconfiguration) HAIC 2 &
S E 58X MEiSL|CH N 3SH DIVA &X|= RAO| Prefix Information Option(PIO)E Z&tst0] H&
10, 2210[QE FX|= X522 |pv6 FTAE MATHLC

S 2 XIYBLICL DHCP Afdii
MUPLICL RE 24 WSS SWY FQ L1|E

o O.
T:IO

M| FH|Z[X| GOtz XS 7|2 2tREHZE FagLCh W&
0 |X| &2 2= Q&L|Ct

L= T MR-

re
N
u H

O oz

= o =
RA Flags IPv6 RA DIA[X|0f ZotEl= 2210 HIES HFYLICE 221 HIEE S20|UE IX7L 1P F2E
OfEA %ESX| XAIZLCE AEZOIE 2HMF 7[2te| SE2t0|YUE FX|= DHCPv6 H{TO| BHE[X| BiELIC
2EH o2 DIVA X0 Ctdet 2EMME MEdts TXlSss 2+ E%ﬁ I @13t managed config (M) &

0%
1z
r|o
r|r
(V3]
—
>
>
)
o
prd
wn

Hg
N
m

oA
|-II

rir

o
¥e M AGHK| &1, other config (0) M2 HIAgLICt o|2{st
DHCPv6 EAlo=2 Thet 8t 2 hi|Ct
managed config (M) 220|9E FX|= DHCPv6 NHZEE IPv6 T4
other config (0) 22I0|UE HX|= DHCPv6 MHESH DNS & =7t
5’8
CC

Qt
0
n
in}g
I
o

NAT64 prefix IPv4 FAE Ipve FTAZ OILY I AFREE Z2|TAS
OE TX|[7b Ipv4 FXIO B2 5= UAZF NAT64 prefix SEE RA £
of Zughuch
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Max RA interval 7|82 2 MEE|= IPv6 RA HA|X| AtO|Q| XL M& ZtAZ XRCHQZ A™TLICH 7|24

6002 600, 5 1022 2/0[ L dX HE 42 EcfE ZFE Y57 25t Min RA Interval ~ Max
3 FOIAE EX[7} IPve HZAO| 7

=
RA Interval 7 7t AtO[OilM R2re(2 ZAFELCH 47 40| HF 2H 2
A= | ZX[ste EM7F il = JASLICH BN oZ J|23 600X AHES HTSIH 0|5/2 2%
HERIMME 30~120F ALO|2] ZtE ALY = USLICL

Min RA interval F7|HMO2 MEE|= IPv6 RA HA[X] ALO[Q] XA ME 7HAZS XCHR2 MYSLICH X M
& 7t EfE ZFE UX|5t7| 2510 Min RA Interval ~ Max RA Interval AtO|OfA] 2Xt2|2 A E L|CH
RA Lifetime 7|2 2t2H |2 AlZtS XREHQ2 HFLICH IPve RA TA[X|O|M DIVA HX[E 7|2 HO[EO]|
2 ME|ISHE E|l= AlZHS 2I0|5tH Z2I0|E FA|l= HEE AlZ 52 DIVA EX[E IPve 7|2 ZO[EQ0|Z2

7t
7: (=]

FASt, A RA AR E $=4I5tH EFO|HE 2[AIBLICE 0 ~ 9000 O|L{o| Zh2 AR = oD YutA
92 Max RA Interval &4 ﬂkol 3Hi O|&S JHETLICE
RA MTU IPv6 Z2E0|AHE HX|OA ST HEXINAM ArEE MTUMaximum Transmission Unit) #4S SE28tL

Ch 7|23t 1500 AH&S HEELICH
RA Hop Limit 22t0|Q1E X7} 7|22 2 AHEE IPv6 Hop Limit (TTLO i) 4t H™TLICE Linux 29
HH ZXl= 7|12%k 64, Windows ZX|= 7|24k 1282 AFEStH YBHMO=Z 64710| 7HE BLO| A E LICH
DHCPv6-Service IPv6 DHCP MH &% ZEE MEAGHL|CY
disabled IPv6 DHCPv6 AMH{ H|2ds}, Fo/5H4S MESHA| H5. SLAAC & 7ts
server mode DHCPv6 MHE &%, IPv6 FA X D =
relay mode 3{{g QIH{HO|A0|A =45t DHCPv6 REE Efg DHCPv6 MHEZE F4
hybrid mode F2E SLAACZ AHE 483tD, DNS, NTP 59| F7t HEE DHCPv6Z HN&TLICE X &
A2 or2fer 2o et At ZEL Lt
RA-Service: Server
Enable SLAAC: ON
RA Flags: other configuration check
DHCPv6-Service: Server
Announced IPv6 DNS servers IPv6 StA0|A Z2t0|AE FX|7} ALY DNS MHE HELICL 2t
X o™ o AHIO|A2l IPve6 FAE DNSE F15t1 Y DNS 2E S &9 DNSE Z LT}
Local IPv6 DNS server s QIE{T|O|A0| |pv6 FAE DNSE H15t1 3T DNS 28 S 4%/ DNSE =g
gtLICt Announced IPv6 DNS servers A& A5 Heb
Announced DNS domains S2t0|HE FAX|7} B2 TAE 0|2 AIBY W} AtE2E 20iM A =ojQl
=52 T ELCE Local DNS, DNS M SMute| A& kst &
Announced DNS domains : A} 2 ¢ =Hol H&
Local IPv6 DNS server : DNS A{H FA dAgt
Announced IPv6 DNS servers : 0{f DNS AjH
NDP-Proxy IPv6 Neighbor Discovery Protocol2 3
disabled 7| 23/{2Z NDP ZEA| ALE Otst
relay mode di{S QIE{HO|AOA 2 Neighbor Solicitations CH2 QIEIO[AZ OCHE ME
hybrid mode 28 FA= A SHOL Y8 Fas J7, 2t2H & ZEA A A
IPv6 Prefix Lifetime IPv6 HERR F& HolQl f& Al 28

Follow IPv4 Lifetime IPv6 FTA/ZE|EHA 37 A|ZtS IPv4 DHCP QULOi A7t XAHEC 2 S FM

mjo

JEL

-~

e np Rl

i)
I
n

AMEER EE WS

=
=
g QEMO[A0AM OfEA NM2|gX| -
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4.1.2 Devices

DIVA-IAP-AX & X[= of2fiet 20| 7742] 7|2 HERI TXE MIULICE AFEX =0 W2t AHESHX

o [
g MAY = UsL

a2
rir
0
>t

Interfaces

Devices

Device Type MAC Address

@9 br-lan Bridge device oF

A etho Metwork device 00:CO0:CA:B9:88:5F

A eth1 Network device 00:C0:CA:B9:88:5F

Me

Me

Ne

br-lan 72| HEQA FXZEM 71 2X|E
eth0 St=QI0 HIERA HX[ZAM ETH1(PoE) &
eth1 StEQI0 HIERA HXAZAM ETH2 ZE
ifb-dns 7t&o| HIEYA TXZA DNS ETS SQM/QoS MIO{st7H Lt X2

teqlo 7H&2l HERIA EXZEM o HESRZ AHIO|AE 2REEY HACRE F0f Egf
wlan0 8IEQ0] YEA RXZM 5GHz 2M24 QIEH o|A

wlan1 3tEQ|0] WEQA EXZM 24GHz ZMa QIE{ T 0o|A

E3} eth0, eth1, radio0, radiol HEYA HXE HHA
E

JH
mjo
Ar
rz

Configure... S HERA FX 0| MAC FAE ZEot 12 HESRA FEE -
Unconfigure Sig HESRZQ 23 2H2 AHMSI2 ZXE HAHLLICH ifb-dns, tegl0, wlan0, wlan1 EX|= 7|

= HE/I X=M 4H7t =7tse Ut

S5 22ctol A2to) P BYS WA + ASLIC

Configure... H
[ HOIX] A% ]
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Bridge device: br-lan

Device type
Device name

Bridge ports | A eth0 A eth

ired DGI‘t" to a
Ki N

Bring up empty bridge

Bring up the bridge interface even if no poris are atiached

MTU

MAC address

TX queue length

Enable IPvG automatic (enabled)

IPvG MTU

DAD transmits

Device type SiE HIERIA FX[Q| EIYS HAILICL
Bridge device br-lan 22|X| &X|, Spanning Tree Protocol 7|82 2 HEQ3 F= ZX| 3 Xjct
Network device eth0, eth1, wlan0, wlan1, ifb-dns, teql0 WIER3 &K s

Device name HERI TX| 0|52 HAIELICL
br-lan E2[X| HERA HX| 0|
eth0 ETH1(PoE) M ZEQ| YX| O|F, eth1 ETH2 w42 ZES[ F
ifb-dns SQM/QoS E2fE MO 7tk HERA EX| O|F, teqlo EcfHT 24t 7ty HEI FX| 0|
wlan0 5GHz £ QIE{H 0|~ FX| O|F, wlan1 24GHz F41H °._|E11_11|0|ﬁ SENIE=

Bridge ports 7tat AQ(X|2 M ARG FX| ME] BHI|X] ZX|0f 4
eth0 ETH1(PoE) RN ZE eth1 ETH2 M ZE
Ethernet Adapter: “ifb-dns” E2{& X0 74 HERIA TX
Ethernet Adapter: “teql0” E2TE 24t J7H4 HESQR FX]|

Bring up empty bridge £& Al B2|X| FX|0| OtF ZET} HZALO RUAX| @Otz EE|X| 7|52 FLICL =2

MOl mETL X[ AL F3 CHROo| sz 1P F&0| ZtsgLch B2[X] XM Al (7|22 H3)

—_
rEl
f
>

Existing device eth0, eth1, ifb-dns, teql0, wlan0, wlan1 & X| sfi 2

MTU Sie HESR X E St &2 = A= (O Hlojly 27|E AELSLICE (71272 1500)
MAC address si2 HER3I &KX MAC £ 2d8Lh 7|24 A8 EE

TX queue length &4 FO|| &0t & £ U= W2l H+E HESYLICL 7|24 AFE HE
Enable IPv6 IPv6 AFE O{RE 27dgLCH

IPv6 MTU IPv6 ALE Al MTU
DAD transmits IPv6 AE Al

AN

w2
—

—

n:\J

A

=
& EBXIE Q8 M&3E NS(Neighbor Solicitation) THZ! 7H+=2 ME gL Ct.

01)!
-|>|
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4.2 Wireless
FMH 5 2E 3 HEYT

ol
O|20 M= 24GHz B4l 47

T =

Wireless Overview

Generic MAC80211 802.11ac/ax/
Channel: Hz) | Bitrate: ? 5

05 dBm SSID: D 5 | Mode: M
BSSID: MR 2 | Encryption: None

& radio] Generic MAC80211 802.11ax/b/g/n
= = Channel: 1 (2412 GHz) | Bitra Mbit/s

90 dBm SSID: D | Mode: Master

BSSID: 1| Encryption: None

Associated Stations

Network MAC address Signal | Noise

radio0

_,_

Restart 5GHz FM ¢ SHEY|0f 0,_|E1r1|0|¢E KA | =T
Scan 5GHz RMUMS HMstD

EXSL|CH Edit HES 22 &

Add 5GHz CHElOf| =

I 9 BS0| LYK YSB ABSHA| Y T

=
[T 87H2] 7t 2M TXE S AHEH =+
Access Point 2 E Z|C§ 874 =
Client X|C{ 87 &5, SSE 74 &A|
Access Point (WDS) Z|CH 87} &5, €&
Client (WDS) Z|CH 87

(= S|
802.11s %L 87 &5, SSE 7t &A & 1748t S=(Enable)

Disable 8lE 5GHz 24 HX|& %6
Enable 8i& 5GHz 24 AKX t
Edit 81T 5GHz 24 XX MH

o
"]
3
[e]
<
[¢’]
jels
il
Ul
o
T
N
4o
rx
0
>t
i
=
N
Q_I-
-
_|T|_

radio1
Restart / Scan / Add radio0 HHE1t 5¢
Disable / Enable / Edit / Remove radio0 HELZ} ¢!
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AL, radiol QHH|

RX Rate / TX Rate

HAM 7|52 Client, Client (WDS), 802.11s, Monitor ZE0{A]
2 Interface Conﬂgura‘uon > General Setup > Mode @52 =85IA|7| HHEHLICH
UAELILE SEE X 20| HERKSA &
A X|= Disable AEf2 HZASIA|Z| HFZFL|CH,

S,

) 28

www.highlink.co.kr
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.2.1 Edit (radio0 / radio1 &
FCt Device Conﬁguration A
Me HH Ste

§o>h

oA
OF o r|o

ALl

PS|
=

=
=

Device Configuration

Ju

AlZ| BrEFLE.

A

()
sioo o
S22 MAsID

I_I_|
FL|CF. 7+7+o| StES HA

HIGHLINK

tEh Interface Configuration Moz 40| FZELICt Device Configuration
_l

MMS =p|&

SES . Interface Configuration S|

motct 282 My

—1-105 dBm

; network is enabled

Mode

Operating frequel

Maximum transmit poy

Network

Where the ES

W

Where

User Guide — DIVA-IAP-AX

0 dBm | Noise: -105 dBm
Mbit/s | Country: 00

Width
20 MHz ~

Channel
(5180 Mhz)

ending on regulatory requirements and

Advanced Setting AN roaming

-

you want to attach to this wireless interface or fill out the om field to define a n

5SID is hidden, clients may fail to roam and airtime efficiency may be significantly reduced.

Wi-Fi Multimedia (WMM) Mode Qo
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4.2.1.1 Device Configuration > General Setup

Device Configuration

Settings

etwork is enabled

Operating frequency

Maximum transmit power

o
238u 4

Status

=

Wireless network is enabled S HMX|E AI2E AL
= YT E Disable H{E0| EA|EL|C} Disable H
SKRE CHA| S2F AlZ

X %= AE

HEZ #HEED

Operating frequency FIotg 23 B A4, AE Of

U7 HEHE EAIBLICE

Width

v| 20MHz

s radio may use. Depending on regulatory requirements and
 be reduced by the driver.

‘Wireless network is enabled’ AEf ME7} HA|Z|D &

Eo =g
= =4

A= ZE Enable HHEO| EA|ELICE

oZS MEDSIL|CE

SHH "Wireless network is disabled’

A
e

Mode FIot==0f M2t % REE &FeH

v radio0 5GHz CHYEOA| N / AC / AX EE
g RO ZH|et 22 2
v radiol 24GHz CHO|A| Legacy / N / AX 2 E
ot 7" 2

Channel Auto &%
E=ml

el 2= MES
h

24GHz YoM = 2
2 0Qegs2 A8

K=1
o=
x
[

4-58'8 EOT MES

M E

—

AX -

W, DCof et 2o S S22t HAELLDH 7
AC-N =MUZE RES HASIA|Z| HHEfL T
MEd meof et (oY Id% SOt H
AX - N - Legacy =AMO2 AT
AELICE Mg 90| ”E**HOPXI E=E

Al, DIVA-IAP-AX &K= 28 = 5GHz E&=
As22 ARTILICE Client 9 Client (WDS) 2E
MAE WEA 2tad ALK

oA =

=<
s
7 Lrast Ao
=[N

HEAHSE 74
o=

=13
=

=

M FH[QF zet ZH7F & 4%
Ar8SHAL £ g2 ME
AHEBLICE Auto H7
=

.I
=
Lt O H|_—|
= ==

5 “”"”

A
e

O

AGHz
Ol A

e A

=
At

AOI
_I_)\A

F X200 EFASIO] AM T2
SHLICE Auto Al SSID 7}

YR 2 A5 dZELH ek

e =

9% Ze oAMA BOE HA 5

E— T

i

OMHz X2 CHAEES ALY [ff 3742 HIZY XMET AFEY = USLICH 40MHz X
22 4% HEH MEE 4 HEYIE F¥ste A0 E7ts LIt
< 40 MHz >
2401 2412 2437 2462 2484 2495
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33 /63 HO|X]|
24GHz Y SH2| 5GHz Y2 HnX Q2 X 20| MIEof ME0| SHEX| E-F FHU HERA
£ dAst= 20| |elLct Aol 52HEE 1408 ALO|S] DFS XH'E A Al 20| A|AH FES
2 1~1027F B4 AZ0| #OoH &= JELCH

P | EIED
: : \A;{ea(;her . 5t
3 aqaar § : ¢
] 5 € DFSChanneIs . . > -
WiFi EEOQ‘OON&DOQ’OONQDOVE O M N =W
channel# 39 3 FERSRGE: MR R - N N N JEEERE SO0 359
Channel Width = T
o201 20 MH?2 AAAAAAAA AAAAAAAAAAAA AAAAA
mow: AMAAAAAA AAAAAA AA
«msow: AR ANL AN A A A
Frequency 5170 5250 5330 5490 5730 5735 5815 5835
MHz MHz MHz MHz MHz MHz MHz MHz

of FeEl5kXIT ME 2HY 7tsde

= width X2 9SS UL M2 HIH0| 2 5 1% S ,
Stote FUH 8950 O E + USUCL M2 Y=F0| HoB HSYH ME 71 S50 HESRA
gYgds =2 & A0 M2 F e 2HEY LRI SOt g2 S0 FalgLct

T
1, AC/AX REO|M 20, 40, 80MHz X CHAZES AtEE
v radiol 24GHz FM# QIHMO[AE Legacy ZEO|A 20MHz, N/AX ZEO|A 20MHz 2t

T =
40MHz A2 =2 A8E = AFUCL 40MHz M2 TYZS ALBSIE HISH M2 EA 7

1T/ = o=Z T M-

7
v radio0 5GHz M3 QIHIO|A= N EENA 20MHz CHYZ1F 40MHz THYEZES AFEY =
b

=7ts5t0 2= ML ZIE FX[O] 850 BO{X[A ELL.

®  Maximum transmit power 24/5GHz tHE 9| &4 &4 =35 @t A& =7t ™ot 8o

gt 24 S4 =Hg HFSHAI7| HIELICE DIVA-IAP-AX 222 2E 8 xid CHY =0 et 17~23dBm
Atolel &4 23S MU Meleh S 53s "oy + S B driver default gtS HE{RLICH
Hol2S Sl LHLIE AZEY F2 AOl2 £HE gesto] S 232 ZFYLLE &sto|g3a0 22
SHAIE 7|02 20| & &4, ¢H|LE 0|5, R sS4 AH2lof mE &4 32 M| =g LCh
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4.2.1.2 Device Configuration > Advanced Settings

Device Configuration

General Setup

Country Code

Coverage cell density

Distance Optimization

Fragmentation Threshold

RTS Threshold

40MHz mode

Beacon Interval

Disabled 7|2 &S A

driver default

Disabled

Distance to farthest network member in met
harmful.

annels even if the

2
o
Disabled 7|5& AE%HX| @&

Normal EHH QI

4
High Cto| 27

Very High O B¢
Distance Optimization
HelE 0/ ez YEey

HIGHLINK

annel overlaps. Using this option does not compl

SHA(AY OIME, ChE FE)

PSPNIIE= N S))

2 24 X 2™ (3%, o2, A2 d3)

24 84 A7t 1KmE =t 22 71E el fIXs FHH S2o|UE FA|IHK| Q|
Ch M&E7t 2/0l= auto HF

Fragmentation Threshold Z2{|¥ 37|17} A&7t EHCF AW o 22 ez 250 MELIC 256 ~ 2346 Hf
O|E ALO|9| gt2 HAEY £ U2H 0 7t HAE Al 8D 7|52 ALESHA| YSLICE 7|24 AHES ATYLICHL
RTS/CTS Threshold E2iZ S5 HOE QI 4 & {2l 27|§ @FUCh 1i2l 27|= 1588 2346 Ht
O|E AtO|9o| ZtS MY = o 7|22 off 2 ML UELICL off U2 AFEE Z2 RTS Threshold
7|50| AFRE[X| R&LICE 80211 B2 HEQYI Z2EZL 3|E Lo o3 L= I Y 552 A4
7171 €8t 802.11 M HIEYZ RTS(Request to Send) / CTS(Clear to Send) HFLIES ArgtL|Ct &M &
X7t H&steis 2 27|17t AP g2t 2 A2 RTS/CTS MO TS AHo| metst & HO|EHE NS
gLt M3 Z2}0|9E FA|&= AMA ZOE HXZ RTS TS BN MSst = HO|H M5 5715 ¢
ob CTS 8 ZYY =4S H7|gLch 220|HE HX|= HMA ZQIE FAZRE CTS Z A2 st
S0 ooy mjzle TELCE E%F Z2t0[E FAX[7t HO|HE MEsts & CHE S2H0|UE FAS2
AMA EOQIE HX|ZE HOHE &Y = gl EF S2H0|UE FX[7t HO|H &S = WMIHX| Cf7[g

LEt g AREAF Q0= 7|24tE AHEsHAI7| BHELICH
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Force 40MHz mode X2 7Hd0| LMst= tZ0MZ 40MHz ME HYFE ZHE AES=E HFLLICH
FHO| M X7t e SZ0ME ALY = UAs FHE IRR9| 2FoM= AMESHA| b&LCt 7ty
O T3 gQl= = SH0M HAE 82 ALSYLCL
Beacon Interval Access Point & Access Point (WDS) ZEO|A F7|M22 HLUJj= Beacon Z&¥ ZtZ4 2 ms &t
2 2HEELICL Beacon Z2| Y2 SSID EXE Y|, ENO|Y 7|3, BX SE0|AHE HA|E Mees dLS
SLICE 22 =2l SSID HAMo| X Hxn 2 J]50] HOHE = UELICH

UBEEQl A 100ms 7|23k

FMH K| YH X|H 200ms (Beacon ZSEZ Qs 2| =Y QHHE F7t YX|)

XHE |oT HE -‘H 200~300ms (R4 S2I0|HE FA| HiHEZ| 28 37h

de|lg FAHE| HF 150~200ms (£ HX[7h &2| E2fE Z)

4.2.1.3 Interface Configuration > General Setup

Interface Configuration

MAC-Filter ~Advanced Settings

Mode s Point

DIVA-5G

Network -

you want to attach to this wireless interface or fill out the

Where the E

WMM Mode

D is hidden, clients may fail to roam and airtime e

WLAN roaming

tom field to define a new

y may be significantly reduced.

Mode AHE 80| et X % HZEE MEBILICT
Access Point YHIA QI WA ZOIE DEZ HXE SEYLICH FHUEZ Sl HEL= Xt FMH
2 86 dZkle BAE2 2F 52 MEY HEYIR AZELCH
2.4GHz Access Point 2 4GHz Client

5GHz Access Point

QU wE Y93

192.168.1.0 HIEYZA

192.168.1.101
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192 168.1.102

ﬂl

(=

§e By
i /I b Lk Ll
5GHz Client 192.168.1.103

Ethernet to Wi-Fi Bridge
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36 / 63 H|O|X|
Client 17§12 FdZH QIETO|AE Soff WAN #i= HEQR0| AZstL, LIMX] 1742 FMdEH QIE T o]
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Client (WDS) mode PLC |MaH ZHK|
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MAC T4 22:22:22:22:22:22 MAC T4 33:33:33:33:33:33
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O|HE TXS2 =Yst ESSIDE AHESLILCH.
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%t HEHYINMe HZ XA A Ats HZ Ao A0l Lddg = ASLCH Monitor ZEE A8 8%

ST FHH HEQIL HMO0| 7t
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4.2.1.4 Interface Configuration > Wireless Security

Interface Configuration

General Setup MAC-Filter ~Advanced Settings WLAN roaming

WPA2-PS

Encryption trong security) v

Cipher

Key

Disabled

802.11w Management Frame v

N Note: Some wireless drivers do not fully suppo

HIGHLINK

Tw. E.g. mwiwifi may have problems

2
=] HEA] Mgl
A=t BES AFESIH PSK (Pre-Shared Key, 37 HEHD) StLE2 BZE AEX7L E&TLCH
v Cipher &3t 22|58 MESIL|CE Force CCMP (AES) At22 A EHL|CE,
auto UMA ZQIEQL SEI0|UE X7t 3E2E X|/Ust= A=st WA Xt Ay
Force CCMP (AES) CCMP (AES) 24332 LM Z At2eLC (BEE #E)
Force TKIP TKIP 3312 ZX =2 AFE%HL|CH
Force TKIP and CCMP (AES) 71 TX| 222 23 TKIP =3tz ZHZ 3{&eLCt
v Key 8~6371f AtO|Q| X2t =XIE X=glot0] HIZHDE FHELICEH
v 802.11w Management Frame Protection M T 2| Z|dS E33/F4H ES5l0 Deauth &2
EM 348 KoL ch WPA3-SAE HAI0|M = ZH AFZO|X|2H WPA2 = WPA2/WPA3 Mixed 2
MoMeE S8 AFZ YL
Disabled At& Qtat
Optional X[ 7|72t A8 (EE HT
Required O|X| & 7|7| ®& Xptt
v' Enable key reinstallation KRACK 3Z& AEtL|Ct O] 7|58 AL83IHH DIVA-IAP-AX HX|= Access
Point ZEO|A 0|0 EX|E 7|E CA| EX5tH= AZE Xpotstn HIFEAHQ HE40]2 TAX|
QFE FAZHCL 7Y R Xt AsY 42 =oLX| ¥2 = AU (E#E AD)
v Enable WPS pushbutton d38% Zo QIS
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WPA2-EAP WPA2 Enterprise BE= 802.1x E¢F A2 FMH Z2I0[AHE FHX[7} Radius AMH2F AN =
IE FXE SoliA W HEYI0 HZE &= JEE 2T Z2NAE NILICEL HMA EQAE FX|
= WE HEYIAZ FIZ5H7| /ot HOEYO| dgE MIstH Q50| Azt 22 HE HEI0 I
=5t= 40| 275 LICE WPA2 Enterprise 215 A2 Access Point, Client ZEO|AMEH AFEE[D{ Radius
HE2E SETILC DIVA-IAP-AX ZX|£ Client (WDS) 2E0IM EMATIHE =2a|X|2 SESH7| Of
=0l WPA2 Enterprise 2152 AH&Y == QI&LCH
v Cipher ¥=3t ¢n2|ES MEITILICE Force CCMP (AES) AHE S HETILICH
auto ML ZOIEQL SEO|ANE FAR|7 S22 X|-St= Y dt
Force CCMP (AES) CCMP (AES) Y332 ZHZ AMELICH (BEE HE)
Force TKIP TKIP ¥ &3t Z R E AFREL|CH.
Force TKIP and CCMP (AES) 7+& &KX =st2 2{s TKIP &
v RADIUS Authentication Server Radius MB{2| IP FTAZS Q2L
v RADIUS Authentication Port Radius A{H{Q| UDP ZE HZE gL|Ct LEHOZ 1812 A% H
DIt AFEIX|EH My 22| RHOf| A ol = H-SHAIZ| HEELICEH
v' RADIUS Authentication Secret Radius &X| AIO[2] &4l FadES =g I AHEL/= HY B E
HaZAE 25t YLt

el
T
M

v RADIUS Accounting Server At& O[22 7|Edt= MHIt US EF IP FAE YETLIDH
v RADIUS Accounting Port At& 0|3 J7|E35t= MBS UDP ZE W E Y efL|Ct

v RADIUS Accounting Secret A& O|HE 7|E35t= MHQ &4 FaEE8 old W AM8k= HIZ #
S E ARXE F2510] YL
v RADIUS Access-Request attributes Radius MHE Q15 2FS EY I, F7I2 o FEE Zo| &
X 2L (28 E2a gle)
v RADIUS Accounting-Request attributes Radius A& O[3 7|5 MHZ HO|HE 29 I, =72 o
© ME HE2E ZSAZX| d¥LCHL (28 2R 98
v RADIUS Dynamic VLAN Assignment &2%t SSIDE AtE3t0] Z2t0|UE HX|(AEX/AE THe)7t
H&SI0l = Radius MH7} &X| ©2 CHE VLANO| AL =& HEEL(C)
Disabled ALE Otat
Optional X|& 7|7|2t AL (HEE #F)
Required O|X|& 7[7| & Xjct
v" RADIUS Per STA VLAN £ ZS2I0[1E FX|OCE 7§18 VLANS gLt
v RADIUS VLAN Naming Radius A7} %=X HEfQ| VLAN O}O|C| CH4Al VLAN O|E& L2
2 ZQIEZ ZZ5l= DIVA-IAP-AX FX|7} 11 0|80 X|EE VLANSE EHE ElU= 7[5 23
v RADIUS VLAN Tagged Interface {1t HERQA FAZREH| 4IE HO[H= AML ZQAE TX|
OlAM HZSHX] 2410 802.1Q HI1E = M &% HERAZ MELCL
v' RADIUS VLAN Bridge Naming Scheme &% VLANO| 4Z [f LfF QIHHO|A O|EE A2 Of
A X #EE gt
v DAE-Client DAE MH ZX|(Radius MH)Q| IP FAE B TLICL Radius AH7F AP HX|Z “X|Z &
T O] AFEAL ACh/ M Hgstet' = BE S WY = UA siF= A2 Mo JsYLCh
v DAE-Port DAE AH{S] UDP ZE ¥ S ZgtL|Ct
v DAE-Secret DAE AMH| G170 2% HY HSE LgtLCt
v RSN Preauth WPA2 7|9 HOt 7 |

IS st 7lse HEYLILL
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v 802.11w Management Frame Protection &Mz 2| Z| & 2Zo/FZ2E EZ80 Deauth &2
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£ 32 Ktoohs =Het 7152 HPELICL WPAS-SAE HAIOME ZH AREOIXITH WPA2 EE
WPA2/WPA3 Mixed 4|

Disabled A& Of&t
Optional X|¢ 7|7|2t A8 (EE HT)
Required O/X|¥ 7|7| && Kpch

v Enable key reinstallation (KRACK) countermeasures KRACK &4E XtCtste 2O 7|58 METY
Ct O] 7|52 A23IH DIVA-IAP-AX EX|E& Access Point ZEO|A O|0] HX|=l 7|E CiA| HX[5t2
= AZE KXot HIFEAEQ HEH0[R IHEX 2FE FAIRLULCE 7¥ MU X Az
AL LK g = UFUCHL (BT AF)

WPA3-EAP WPA3 Enterprise fE= 802.1x 20F A2 [MeH Z2t0[E FX|[7} Radius AHQF HNA
CIE FXE SoiM HE HEJI0 AZEY &= JAZF 2T ZZMH2E HISUCL HM2 ZQIE FX|
HE HERIZ H2ot7| {12 AOIEQ0l IgE Mastn 50| Hdifg 42 M2 HELIAN H

St= Z40| 27+s8LICH WPA3 Enterprise 915 "Al-2 Access Point, Client 2 =0 M2t MEE&|H Radius
H HEE SZTLCE DIVA-IAP-AX ZX|E= Client (WDS) EEO|A EMATHHE E2|X|2 SEtst7| Of
20l WPA3 Enterprise Q152 AH8Y = SI&LICH
v Cipher &=3%t ¥12|5S MEABIL|CE Force CCMP (AES) AH&2 HYRLICL

auto A2 HQIEQL SEIO|AE FA|7F SELE X[Jdte Y23t WA X5 Y

Force CCMP (AES) CCMP (AES) 2= 3tE ZHE A8ELICL (BE HE)

Force TKIP TKIP =35 ZHE ALERLICL

Force TKIP and CCMP (AES) 718 ZHX| &

I o

E T [ ]

v RADIUS Authentication Server Radius A{H{Q| IP TAE Q&L
(o]

I'

> rhorr

|Ct.
v RADIUS Authentication Port Radius ME{2| UDP ZE HZE YHTIL|Ct LHIXHOZ 1812 | &

DIt MEE[X|H M B[Rt A =Hel = H-SIA|7| HHEL|CH
v RADIUS Authentication Secret Radius x| AlO|C] E4 FEMHES Yolg [ AHEL& HE HSE
ARXE 2510 Lt
v RADIUS Accounting Server AH& 0|22 7|85t AH7t AUS 42
v RADIUS Accounting Port AL& O|3Z 7|E35t= MHO| UDP ZE HSE YHL|CL
v RADIUS Accounting Secret A& O|HE 7|E35t= MHQ &4 FaEE8 old W AM8Lk= HIZ #
S E A2 XE FE510 Y=g
v RADIUS Access-Request attributes Radius A/H{Z C1F FS EY I FIIZ2 o HLEE Z0| &
X APt (28 2a gl8)
v RADIUS Accounting-Request attributes Radius AH& 0|3 & 7|83t= MHEZ HIO|HE 2 i, F7}
2 ol M8 MEE mThA|ZX| A-IX-I‘é‘I-l_|[:|- MME 2o Oig)
v RADIUS Dynamic VLAN Assignment & 2%t SSID2 Z2t0|E FX[(AEX/IE 27t &S0
Radius MH{7t &% HZ CH2 VLANO| AZE|= & MFELCH
Disabled AME Ot&h
Optional X|& 7|7|2t AL (EE #F)
Required O|X[ ¥ 7|7| F& Kt
v RADIUS Per STA VLAN £ Z2t0|QIE FX|OiCH 74 VLANS &2Edts 7|5 473
v" RADIUS VLAN Naming Radius MH 7} =X HEfS| VLAN O}O[C| Ci4l VLAN O|5S LH2AFT, HA|
2 ZQIEZ FZZ5L= DIVA-IAP-AX FX|7b 1 0|80 X|EE VLANSE EfEE EU= 7[5 23
v RADIUS VLAN Tagged Interface {1Eiot HERQIA FAZREHO| =4IE HO[Hz AMA ZQIE FX|
Ol HASHA] 841 802.1Q HIAE = M &9 UWE/IZ ML

User Guide — DIVA-IAP-AX www.highlink.co.kr


http://www./

HIGHLINK

41 / 63 HO|X]

v" RADIUS VLAN Bridge Naming Scheme &% VLANO| 4Z [f LfF QIEHO|A O|EE A&
A 2R pAE HEeLCL

v DAE-Client DAE AlH ZX[(Radius MH)Q| IP FAE B TILICt Radius AIHZF AP X2 "X|Z &
H
o

hu
2

T O] AL8AL AHEH/EM HASet = HEE WY = U siF= A2t Mo 7|t
v DAE-Port DAE AMH{Q| UDP ZE Hz & gLt
v DAE-Secret DAE AW G1Z0]| Zo5t H|ZY HSE HS L CH
v RSN Preauth WPA2 7|8tQ| HOt 7|52 M WA AZE APE & 2Y & FH| CHE APt Ol

I5s sdols Vs 28U

v 802.11w Management Frame Protection 4% 22| TS Y=sl/FZE B350 Deauth &2
FH 3HE KPEHALCE WPA3S-SAE LA0M = 2 AFZO|X|2F WPA2 = WPA2/WPA3 Mixed &
AloMe S48 Are LT

Disabled AME 9t&

Optional X|& 7|7[2t At&

v 802.11w maximum timeout MFP 23 T2| =g
802.11w retry timeout MFP 2= Zt2| Q& ME0 ot
v Enable key reinstallation (KRACK) countermeasures KRACK 342 XtEHetLICt O] 7|&& ALEoIH
DIVA-IAP-AX &X|= Access Point ZEO0Af 0]0] HX|E = *

AEQ HEH 0T MK f¥S FALLLCL 78 FMAU X gdagd 42 2oL g2 = AU

SHO (28 #8)

AN

F_

WPA2-EAP / WPA3-EAP Mixed WPA2 Enterprise 4|1} WPA3 Enterprise @42 SA|0] X|st= ZEY
LIC} A& Z2(0|ME CHZ2 WPA3-EAP 718 Z2l0|E CHLS WPA2-EAPE AtS MEASIY H&sh=
gEAQILICH 28 71 22t0[E BX|&= WPA3 IE Mo AMojsio] HZo] 2otys 5= AULSL|ct

v MR 2E 4% WPA3-EAP o S¢

WPA3-SAE H|ZH = J|gto] fMzH FAHS MAHSD, @meQl A 341 7| AL S N ALtdte

Z[41 pSK E Ot HFAIQILICE 802.11s EEO|AM & WPA-SAE EtoH ARE == UEL|CH

v Key SAE 2IF IHHO|A IJH L0iCE M2 BHE0Xl= N 2= 7|5 SHYLICH 12~16Xt O[49| &
Xpet =XHE Zesto Hl'é!tﬂzg Tk

v 802.11w Management Frame Protection 24 & 22| =g A2 L=3l/FZH 25510 Deauth &2
M 3AS XEsts 2o 7|52 METLICE WPA3-SAE HAOAME ZH AFZO|X|TE WPA2 E&

WPA2/WPA3 Mixed HAI0A = S48 At LCH
Disabled Abg Qtst
Optional X|& 7|7[2t At&

Required O|X| ¥ 7|7| & KEH (A HE)
v 802.11w maximum timeout MFP 2% 22| =7 ¢
802.11w retry timeout MFP £ Zi2| =& M&0

v Mg 4%, MAIE Of7] AlZtE 2L L
v Enable key reinstallation (KRACK) countermeasures KRACK &2 X}Ctsls 2O 7|58 HYTL
Ct O] 7|58 A5t DIVA-IAP-AX & X|E= Access Point ZEO0|A 00| MX|=l 7|& CHA| MX|SIa

=13
=

= AMEE AHod HEYH HEHO[R MEX 2¥S FAILUL. 7d R FXet o

AL SIIE|X| WS 2 il |. PSps| _‘,Ll__|7t+)
I

ol

o M-

v Enable WPS pushbutton 43g Zo gi&
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WPA2-PSK / WPA3-SAE Mixed WPA2-PSK 2HAITE WPA3-SAE HAlS SA|0f X|sts ZEQL|CH MY
S20|HE THI2 WPA3-SAE, 7+ S2fO|HE T2 WPA2-PSKE Ats MEHSIY T&ohs BHAL
WPA3 BfAI0 A= 802.11w Management Frame Protection 278 & required 7422 MK Mixed 2=
OlM= 7+ S2o|HE FX|ete| =8 HES2E QI8 Optional 2 AEgLICE

v 802.11w Management Frame Protection Optional
v LIHX] M2 &5 2% WPA3-SAE o S¢

WPA-PSK / WPA2-PSK Mixed WPA-PSK gfAl1} WPA2-PSK #AlS SA|0| X|ste ZEQLICH My 22t
O|E G2 WPA2-PSK, T+ Z2t0|HE CHat2 WPA-PSKZ X3 MEHSIO] H&sts Al QL|Ct TKIP
Lot HAZ AFESHY 802.11n/ac/ax 7|50| HotE &= Ul KLt O HOHE =k UFL|CH Het
2 H4s0| BF F oot REEM WS AAR7E QICHH ARESHA| & LICH

v MR 2E 4% WPA2-PSK °F ¢

WPA-EAP WPA Enterprise == 802.1x ¢t HAl2 FME S 2I0[AUE FX|7t Radius ME{QE M2 2Ol
E FXE SoiM Hi HESLQIAO AT = UEF QAF Z2NAE HITLICH AMA ZAE K|
HE HEYJIZ FI2oH7| fieh AOIEQO| e M5 Q50| iy 49 Mz HESI H2t
= 20| 27+SEL|CE WPA Enterprise 215 2Al2

Access Point, Client ZE0{|A Tt M| Radius A{H]
YEE SETLICL DIVA-IAP-AX &K= Client (WDS) ZEO|A EMAIHME

WPA Enterprise 2152 ALY + QI&LChL

v HIE 25 4 WPA2-EAP o 5¢

F_._

WPA-PSK 0§ #|ofst &2
PSK(Pre-Shared Key, &% H|
v Mg 25 2% WPA2-

>
L]
o2
o
ot
o
1z
|0
Hu
>
Ol
mjo
[lnd}
bal
Of
Ral
"O
II|>
I
Il
%
>

=3t #ES M85

N
O
wm
~ o
L]
ofn
ne

OWE (open network) H2#S QO|= 24 EHTS AHS02 Ysstets Hot WAYLLL BE 22to)
QI FAZH OIF Q0| HET & UD HO|HE YIBEE YHOR FT SHUN ASH & AL

ct.
v 802.11w Management Frame Protection £M& 2| ZgdS A=/ FZ2Y ES50| Deauth 2
2 3Hg Atets 20 7|52 HFEYLICE WPA3-SAE HAOME= ZH AFZO[X|TH WPA2 EE
WPA2/WPA3 Mixed HAI0IM= S8 At L|CH
Disabled AME Ot
Optional X[ 7[7|2t AL
Required O|X| @ 7|7] H& XtEh (AL EE)
v 802.11w maximum timeout MFP E3 22| =g
v 802.11w retry timeout MFP 235 22| ZgQ H

rir rlo

—

SE 7| AltE 28eHch
|

2O B2, MA= 07| AlZhE 28eH

No Encryption (open network) 7H&d 24 HEYIE F4g 0 4F 215 A HIOH =
StE ARSHA| Q47| WE0| HQtof| FofStH QR0 =EEX Y= o §._F?§01|A‘|':.‘J AH&3SHA| 7| HREFL|C

User Guide — DIVA-IAP-AX www.highlink.co.kr


http://www./

4.2.1.5 Interface Configuration > MAC-Filter

MAC F45 JI3t02 HEST BE Sl8/AEE SEoHE

Interface Configuration

Wi ity Advanc ettings WLAN roaming

Allow listed only

00:C0O

MAC Address Filter ZE{ 7|
disable MAC ZEZ 7|

Allow listed only SS& ZX|T HERI ¥&
Allow all except listed S5 & Xt HEA

b custom MRS S8 MAC =& AT F

r o

MAC-List EA|E|= ZX|E MEHSHA

Interface Configuration

eral Setup = Wirel urity ~MAC-Filter WLAN roaming

Mutii To Unicast

Prevents client-to-client communication

Short Preamble

DTIM Interval

raffic Indication Message Interval

Time interval for rel

Disable Inactivity Polling

Station inactivity limit

802.11v: BSS Max Idle. Uni
Maximum allowed Listen
Interval

AP mode to

User Guide — DIVA-IAP-AX
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Multi To Unicast M HEQION HEFHAE/HEEIHAE EZjEZ 2t S20|UE FXO|AH FLIIHAERE
Hats] M&SSLICH IPTV & O|C0f AE2|Y SRS HMe = oLt FMa Seto|dE X7t B2 &4

M= AHESHX| gi&L T
Isolate Clients M HEQAQL FMH S2H0|GE FX| AO|2] EfLT ST AN S
AZE FMTH Z2t0[E FX| Ato|o| EefH2 XtctELCH 58 FMMOM ALEX; AO|S] SH/EH/QHE
X 0 ASELICH AMA ZQIE X0 HAZEN Client X[ ALO|Of 20]0{2 2® AHZAO| XX %
oL FOI5HA|7| HEEfL Tt
Interface name e QI M O|A 0|2 HBTL|CE
MAC address i QIE{HO[A0M ALY MAC FAE MEAGHLICE

%

o=
driver default X|& E1 Al 7|242 AHBEHLICH

fjo
My 0

randomly generated Q22 M3t MAC FAE AHERLICE
custom AREXI7L T MAC FAE AHETL|CE
Short Preamble 802.11b 228 SMLE 5GHz AHHO|AM M= AFEEIX] YU2D 24GHzO|AM Of2fet &2

ZHOIM AR CE,
2.4GHz 802.11b 22I0|YE FX|Tt A
2M Z2t0|ME EX|7t Short Preamble X| &

SEHl SMU AT RAI7 R FP

DTIM Interval 2T REZ F% T SZO|UE XA HEIFHAE/EZEIFAE HO|HE AN HEELA
Hote 715 2ELLLE S2H0|AE FX|= HIE =S F+AUSILHZL DTIM HIE Z2 S L5 2T
ZEoM sHMELCE 28 ©Hel= 100mso|n 7|2Zt 2 AFEA| 200ms Ot DTIM HIE Z2f| e HSELITH

HiE 2| =Tt HESA B8de =-SIY HFSHA[Z| HHELICE

Time interval for rekeying GTK T4 UHESI0OM HEFIAE/EZEIAE EfT HOLS [{X|SH7| 2I8 A
&t A8 7| uM F7|E =HHRI2 Lo HE Al 3600 O|Lf9| ¢t ArEBES H

Disable Inactivity Polling AN~ ZQIE FHX|7} SEI0|AE FX[7} ot A=X| F7|Hoz &Qdt= S22
SUCh F2 /M EHT 10T 7|17|12] B4 2HME siZde ot MEtXoz AR E LT

Station inactivity limit £ Z2t0[QIE X7} HFE A7t SQt E2fE0| YMSHXA| o™ HZHdo = T
f FM AZAS s L CE

Maximum allowed Listen Interval 28 ZEZ % FQ FM Z20|HAE FX|7t HEE A[ZHELD 22f THAH
o™ AZAO| RO o= TEHSHLICE Listen Interval 2 T4 Z20|HE FX|7F H

Sl 2o 2, d™El ZHECH 2 Listen Interval 242 22109 E AX|7t @8E HQ A

S ASSALE HSILITH Thedt 28 $Alo2 AMELT

AL}

o -

>
T R TING 1

re

[wag

518 AlZF = H|E F7| x Maximum allowed Listen Interval

£0{, 100ms H|Z F7|& AIE38HA Max. Listen 7|7} 202 22 2E(2000ms) & L|LC}.

Disassociate On Low Acknowledgement F41 Z2I0|UE FHX|[7} AN ZOQIE =20 CHsH ACKSENE

Aol BUYA| 2 HEE FM A ZHO| LIX|IH, HMHA ZOIE FX|= T S2H0|HE FX[E B4 A

A2 ZHE sfMELCt sy S2t0[E FX= 22U 7|52 X|YUSHK| AOtE HERJIE CHA| AZHSHO
S x

|
M= FEHO| 250 HMA ZE A2 AZEY 5 AFLICL

2

ini
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4.2.1.7 Interface Configuration > WLAN roaming
H Z2t0[HE HA|7F MSsts 2 7l EHE DIVA-IAP-AX FA|7F A
4 Jlss 8Lt d25 s S2H0|UE A= 802.11k, 802.11v Z2EZS x|%6Hor gct

|>
HZI
|rn
[t
[N
HU
0H1

Q
HU

urity MAC-Filter | Advanced Settings

clients in roaming betwe iple A 2.11r, 11k and 802.11v

80211k RRM

Radio Resource s b s to assist roaming. Not all clients support this.

Time advertisement Disabled

802.11v: Time Advertisement in management frames.

Time zone -

v: Local Time Zone Advertisement in management frames.

WNM Sleep Mode

nded sleep mode for statio

WNM S

802.11v: S I V) Sle ode Fixes: Prevents reinstallation attacks.

n management

ProxyARP

ARP enables non-AP STA to remain in power-save for longer.

802.11k RRM UM~ ZQIE X7t R 2tF YEE S2H0|AE FOoA MS5t0 S2H0|UE A7t 22S
SR 7|lsS MaSgLL 28 282 S20|UE IR0 o) ZEED HMA ZRAE X JEU NS
LCE HHA ZQIE FX|= Chadt 22 FL|CY.

Neighbor Report = AP 5%, BSSID, X', PH

Beacon Measurement AP7} CH4l =7

Channel Load / Noise Xj2 E&E H&
E

Time advertisement A2 ZEQ|

Beacon / Action Z2|2S &l 7|& AlZt YEE It =220
AE Ko AlZh 7|3t A 25, WHRES St E Lo
Time zone Time advertisement 7|6 A Al AFEE X[ A|ZtCHE AETLICH UTC B2 ARSXIIE X9 AlZH
HE Y8e = ASLICH
WNM Sleep Mode £ ZEI0|HE FX
Egjgs o NMa/HmE g = A=E Lo
WNM Sleep Mode Fixes WNM Sleep Mode 7
Z 3 YUZ A, EST SN 22 BHE utstn 2Hs7|
BSS Transition £ Z2t0|HE ZX|O|AH O Hgtsh HAA ZQI
H&eL o 74 S20|AE Fx[el TEtof| mat 230 AFE L
ProxyARP AN & HOIE FX|7t S2t0[HE T Ol ARPO| SESH £ TR 2t X S4S XfEheta, 2
= EdfHS YA HMOSt=F L)

N
(0]
>
=)
nz
|'>|
o
[N
HU
mn
=)
!
%
;

ole FX|ofA 0/ L

User Guide — DIVA-IAP-AX www.highlink.co.kr


http://www./

HIGHLINK

4.3 Diagnostics

Diagnostics

ion of various ne mmands to cl < the ame lution to othe

w.google.com

Ping CHE TX|Z2 Ping HAE OAXE TSI HERIR F2 SH

©o| |p FaLE URL FAE Y3t & Ping HES STLICHL URL FAE YT ZL DIVA-IAP-AX FX|0f DNS
M7t =0 2A0{0f BLITE DNS AH{E Network > LAN Settings 0 SEYUCH HAET YREY 4
A T Jhpet AM XS BAISE HA B2 HHA AZL BR B 24 AT, A0 #8 $454 A2

-4 o= oOT [ ' o T = b
ms CHRIE EA|TL|CH

uo 4

—

192.1
192.1
fram 1921
n 192, 1
192.1

1 pin :
mitted, 5
round-trip

Traceroute DIVA-IAP-AX MX|ZEEH X|™Hst SAE O|E0|Lt IP FTAE 7t ZX|HX|C] HEYA HAERE =AML
C}. Traceroute 22 ICMP IjZl2 H&SI0] 2R E ZE2E HQITILICH & ZTAE OICH P FAQ} S8 &4 A7t

of AN SEO| glg 8% " EAZF BAIELICH

20 hops m:

Nslookup QIE{H =0QIo| |p FAE 2I5H=0 ALEE LICL DIVA-IAP-AX ZX[0] DNS ME{Z7t 270 RA0{0F &
L|ct.
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4.4 Firewall
DIVA-IAP-AX HMEg %

,_
no
I
m
e
H
2
N
o
40
o
>

AHESHAIZ| BRELICE

Port Forwards =~ NAT Rules

Firewall - Zone Settlngs
The fi

General Settings

Enable SYN-flood protection
Drop invalid pac

Input

Output

Forward

Routing/NAT Ofﬂoadlng

d offloading for routing/NAT

Zone = Forwardings Input Output Forward

lan

General Settings

HIGHLINK

ccess Point, Access Point (WDS), Client (WDS), 802.11s REZ Al23IA ZH L,
CRREM HEYZ FXE 8ol ME CHE MEUE AFESts 27 Hi2 HEXHIS
o
2

Masquerading

Enable SYN-flood protection TS| HZ % 342 LR|/AHSIN MM C2Ees AS LX[SL L

=

Drop invalid packets ZZE I{ZlS AtTHL(Ch 2ot 0| A HEE FHUS I MM HEIL AL HIE
Z o=

=
o =M 2, AFG/AM0T D2, EfYOLR T

QL|Ct YHtMOZ drop AE(E {X[EHL|CH

E mzlez Molgli 2oky

= AR o

Input ERE =4 I{ZI0| LS reject / drop / accept XN 2|&L| L,
x

Output =
Forward &

&l
v reject HE
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P2l S T§210f iSO reject / drop / accept X 2|gHLICE
2 I§Z00f CHBHO! reject / drop / accept M 2[BHLICE.
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s
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Routing/NAT Offloading
Software flow offloading 00| AHE HEXI &
HE
o

o
=
SHE/NAT HALE &3t O|= Izl

gL e 227 TiZ0) CHaHA Tt 2 2% Z2E Sof Hz2 "EeY
Ch CPU A ZHO| ZA3HX|ZH SQM/QoS E2fE X[of 7|5t 2tHd| D ete|X| @i&Lo.

Hardware flow offloading IjZl M2|E CPUZI Ot AQ(X| Ho2 HA X 522 Jh&TLICH & i

[=]
EX|2 ojZlo] LetHS TS| R25t7| WE Fof7t BRBtLITt (Software flow offloading X3 £ EA|)

Zones

OIE{H|O| ADIC 242} His}H

Zonell Zone At9] EAl X
lan br-lan QI 0| A7}

wan ethO, pppoe-wan 0| ZgtE Q& QI Ul

e U e =S| WEol H=gh 22t 942 HER/JIE Zone2Z2 FOf

Ct23t 20| Zones HASHAIZIE AHESLICH
LAN / WAN 7|2 {X|
Guest / 10T / VPN HIEA| HE Zone 44
AMZ|Z 7} CHE2® Zone £2

Zone O M= THZIQ| SAX|0f w2t Of2fet 20| 37tX| EcfH #akg ArggL|Ct
Input zoneO®|A| DIVA-IAP-AX X2 3c|ls gt
SSH9(22), Web(80/443), Ping (ICMP), DNS, DHCP 8% &
WANO[A DIVA-IAP-AX <, LANO M DIVA-IAP-AX 22|
Output DIVA-IAP-AX & X|0|A zoneL 2 E3E|l= Wat
NTP A|Zt &7|3t VPN ®Z, DNS # 2|
52 zoneX|Al Output acceptz HH
Forward Zonell Zone AFO|Q| &}sF
LAN > WAN, Guest > WAN (SIE{ Ul &)
VPN = LAN
Zeto[elE 7t S4 o
Zt Zone U Zonell Zone ALO|O & reject / accept / drop HAE MHE 4 Y&ELICHL
otzfet 20| EHEl Zone M2 CtS1t 20| &gt

O 1

Zones

Zone = Forwardings Input Output Forward Masquerading

lan Zone : L5 AKXt 22 H/QIHY 25 XS
wan Zone : QIE{SI0AN 22 M AT QEZHE WE ®ZA KXot

Edit HES 230 dM SMS BEdY 5 ASFLICL [ TS O ]
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4.4.1.1 Zone > General Settings

Firewall - Zone Settings

Advanced Settings Conntrack Settings

the default

nbers of this zone.

Name

Input

Output

vard

Masquerading
« address and port translation IPv4 or NAPT4) for outbound traffic on this zone. This is
abled on th one.

lamping

Covered networks - wwan: -

- originating from
eg.a umard from lan to wan does

Input =21 &0 Cist accept / drop / reject HAIS A eHL|CY,

Output &4 &0 i3t accept / drop / reject &S S-TLC

Forward Zoned} Zone AMO|2| ZLIE0 CHSt accept / drop / reject &2 A THL|CH

Masquerading Z2X| IPv4 =4E WAN QIEHO[A0 2HE P FA2 HESLLCL OE S0 IP SR7ZI0M
W& AHE 1P FA7F SR719 ‘S—O-J P FA2 HAEO QHWCORZ LiZL|Ch YEX O =2 wan ZoneOlM &7
St lan ZoneO|l M= AHESHA] @
MSS clamping TCP I{Z!2| MSS (Maximum Segment Size) ZfS MTU (Maximum Transmission Unit)0i| %A &
LICk VPN / VLAN / 23 SHZ0M£= MSSE 31, MTUE Z0tA izl CHHZE 81 22 s40| 2lg
SLICH YEH o= wan ZoneO|A H7SIY lan ZoneO| M= HESIX| &L(CE

Covered networks HMO0| H8k|= HESRZ QHIL0OAE dFgtL|Ct

Allow forward to destination zones 8% ZoneOllA =&t EzfTi0| MENSH ZoneQ 2 HE (Forward)E
=5 AYLLE forward M2 7|2H2 2 HE/XE 7|5E MSSHAIT Allow forward to §M2 £73
X oelE 8L Ct

Allow forward from source zones MEiSE ZoneO|M E0{2= EZfZE |Y Zoneld| S| 2sIEE M™TIL|LCH

o -I>
0

mjo

User Guide — DIVA-IAP-AX www.highlink.co.kr


http://www./

4.4.1.2 Zone > Advanced Settings

Firewall - Zone Settings

General Settings Conntrack Settings

n this

Covered devices

Use this option to class

red subnets

Use this option to class

IPv6 Masquerading

Enable network address

55 family

estrict to addres: IPv4 and IPv6

Restrict Masquerading to given

Enable logging on this zone

and port translation IPw

HIGHLINK

zone |Ian} and ||thr varded traffic originating from

_a forward from lan to wan does

6 or NAPTG) for outbound traffic on this zo

Covered devices S{{E ZoneO| 0| HERA FA|E ZardX| MEigL|CH HESZ QIHIO|AT} ot 53
HESS FX|2 defsh 0f AFZELICH Yetdoz HE|X|0f ZRte|X| $2 ZES HI5t7L, S50 EcfH
= 225t7| /5t0] wan ZEE device T2 AE Zonel| 22 I ALEELICL
Covered subnets S8 IP HQ|E 0| Zone?| EH CHHO| ZESI=E HFYLICL 5 VLANOILL HERZE
=g|Ho2 LEEX 2D |p 7[FECR Zonel| ESSIHI T [ AFRE £ QU&L|CH 192.168.2.0/242F ZO|
CIDR Aoz st
IPv6 Masquerading IPv6 HIEQIA M NATE HELX| HEIGILICL IPves 470 7|28 2 2 2Y 3747t
7+&5t0 NATZt ERSHX| RASLCEH SHX|TF LR IPve FAE (R0 ==5HX| 7| 2Ish NAT66= AHETLICH
W& Ipve =27t 228 IPv6E Blete| D, 2R 0N S0{= EfH2 CiA| LHF IPveE OfEELICH
Restrict to address family Si2 ZoneO|AM Hz2|g P =& THE MERLCE

IPv4 only IPv4 EEiEBF X 2|, IPve= FA|

IPv6 only IPv6 EEiTTF X2[, IPvd= FA|

IPv4 and IPv6 IPv42t IPve 25 X2

Restrict Masquerading to given source subnets 2Z& L5 EzZfZ0| otL|zt X|FE MEUTE NAT HEStESF
gt

Restrict Masquerading to given destination subnets NATE H8% Z=XX| |p He|E HMIELLCH J ELX+=
OCH2 S0 NATE H8Y SXX| IP T4 T MEBHLC

Enable logging on this zone 3t & ZLEHI S s siY ZoneS SutStAL 2T {7l O|HMIEES 21
ol 72X o2 E H™ETLIC Input/Output/Forward 2 2|8t THZID} reject/drop ME|El THZl 29| OfHl

E7t 21 7|2 AL
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4.4.1.3 Zone > Conntrack Settings

Firewall - Zone Settings

General Settings ~ Advanced Settings

Allow "invalid” traffic

Do

asymmetric route setups.

Automatic helper assignment v

Automatically assi

Allow “invalid” traffic DIVA-IAP-AX ZX|&= FH4lM

RELATED, INVALID HEHZ X|™BL|Cl INVALID THZIS H4M
|

SESEIR

o 744
= 8 Zoneg E1tt
NEW M AHZ Ak
ESTABLISHED 7|& AZ 12l
RELATED 221 Z m{Zl (Of: FTP G|O|Ef & '2)
INVALID 4E{E & =
Automatic helper assignment 74|
SHLICHL FTRSIP H323 22 €8 Z2&
2 HolH MEs

==
= XYL 7[s2

=X 7|50|A INVALID AEfo T{7S

A

[e)3
= oo

LIS — —

AT HASHA|

H
HA T

Z'SX-F&'I-

FTPE €T NAT + FTP

NS EPNES
HHEFLICEH HESR
2E2 b 254

Amanda backup and archiving proto

FTP passive connection tracking

RAS proto tracking

Q.931 proto tracking

IRC DCC connection tracking

NetBIOS name service broadcast tracking
PPTP VPN connection tracking

SANE scanner connection tracking

SIP VoIP connection tracking

SNMP monitoring connection tracking
TFTP connection tracking

RTSP connection tracking
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t install extra rules to reject forwarded traffic with conntrack state in

o mn 40
o
>
ofn
1A
op
oo
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il
N
or
fjo
>
o
Ot
Ral
e)
mjo |
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lid. This may be required for complex

HEELILE o S0, LANGIA
'é'l—EO"

o T

4% Conntrack helpers

L%t helper ZE 2ZYS

+E02 MEBAl|

0
MW 40 O

e
o

At

M EH
[ S|

ALESHAIZ7] BIELEL =52 7t5%t helper

www.highlink.co.kr


http://www./

HIGHLINK

4.4.2 Port Forwards

General Settings NAT Rules

Firewall - Port Forwards

Port forwarding allows e computers on the Internet to ! mputer or se within the private LAN.

Port Forwards

Name Action Enable

o
Sl
=2
3._
mujn
<
to
rir
Am
oA
il
|m
|m
i}
1=
njo
-
i
Hu
el

2HELICE Add HES 8010 =7

4.4.2.1 Port Forwards > General Settings

Firewall - Port Forwards - Unnamed forward

Advanced Settings
Name
t to address family automatic
Protoco TCP
Source zone wan (empty)

External port

Match incoming traffic directed at the given destination port or port range on this host

Destination zone lan lan: 9 [wwan: (

Internal IP address

Redirect matched incoming traffic to the specified internal host

Internal port

Redirect matched incoming traffic to the given port on the internal host

Name 7#% 0|2 &ELLICL
Restrict to address family ZE ZQ2 f%l0] HE& |p HHMEZ MEHBIL|CE

automatic A&

0.

IPv4 and IPv6 IPv42} IPv6 T{Zl & Z|C
IPv4 only IPv4 THZIBF =G Ipve THIl ZQ Y £7}
IPv6 only IPv6 THZIBF QT |Pv4 T2l =Y E7t
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Protocol Z9/F0| 3{8kl= Z2EE FFE MHHYLICL (B MH Jts)
Any BE Z2EZ Jts
TCP Transmission Control Protocol, 212|4 e HZ (HTTP, HTTPS, SSH &)
UDP User Datagram Protocol, H/AZ& (VoIP, DNS, 7%, 2EZ2|Y &)
ICMP ping HIE®I3 X0 HjA[X]
custom Z2EE AF K| (GRE ESP &)
Source zone 2% EE{fH0| S0{E 2|5 WY Zone MEH (YEMHOZ wan)
External port 2[F0|AM F&Y ZE Bl 43
Destination zone E2i&0| MEE|= L{E Zon
Internal IP address EZjE S HH =A== W FXQ IP FA
Internal port L{F ZX[0|M HA ALE5t= ZE H
ChE2 ZEZ 0% 7+s : External port 8080, Internal port 80

4.4.2.2 Port Forwards > Advanced Settings

Firewall - Port Forwards - Unnamed forward

General Settings

-

y match incoming traffic from these MACs.

Source IP address -

Only match incoming traffic from this IP or range.

Source port

riginating from the g source port or port range on th host

Extemal IP address -

Enable NAT Loopback

Loopback source IP Use intemal IP address b

hether to use the extemnal or the internal IP address for reflected traffic.

Reflection zone =

Zones from which reflection rules shall be created. If unset, only the destination z

Match helper -

Match traffic using the specified connection tracking helper.

Match mark

Matches a s wall mark or a range of different marks.

Limit matching -

Limits traffic matching to the specified rate.
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54 / 63 0| X|

Use ipset £ IPp 180 ZE 2P X% =
Source MAC address BFE MAC & FA[0M E0{= EZfHDt ZTES 385t CHE FX2l EZfE
2 FAlgL o

Source IP address 878E IP F20AM S0{= EfEDt ZE QTS 5|83, CHE IP X9 EfL=2
FAlgtH

Source port ZE ZQY 70| HEE Ezfmol £ ZLE(External Port?t 2| &
S8 2 ZEOM 2= EfEDt HFE FX| J

External IP address 012 7§2] WAN IPE AIEE E2, =

Enable NAT Loopback LAN LH20|A IF IP/EHQRICZ & A, ZE TS Sl A
MEO| HZote AS BT

Loopback source IP NAT Loopback A& Al, £EF WH FX[Q| IP FAE 5510 e FX[0M S0i2
2ot 58t

Reflection zones NAT Loopbacke M8 L{5/Q5 Zoneg X|FYTLILCH
ExX
- o

Il
n
>
o
of
K
&2

0

r

ME ZE)E Mgttt

tu
H
4
on
o
T
_|T|_

rr
|m

Match helper 4N F=X0f A ZE2EZ0| i3t Helper 282 ME8LX| dYLLICE FTP SIP H.323 &2

LR ZZEE2 [F HZ/ZEEE M8, NAT 2HE0ME Che IH3] ZYoto2 HojH HEde FHE

T USLICL Helper 2&22 Z2EZYE Ecfjd ZM47|2EM NAT ZE OiE Xts N2l E X[JFLLCL any 252

HEY 22 S3Ho| 2R Al AS2E helper 252 HETLICL O S0, LANO|A FTPE Z T NAT + FTP

helper 2&0| Ats HMEEL|CH E3 EF0M HRst 252 822 A¥Y = JUSLLCH =5 X SA2

H2otg Zotstn, 2ER% helper 28 2EYS Y|S0 A|AH 2315 Y & USLCL 7ts5stH HHE df
b

g I U s

Mot 2ot MEAT =522 MESIAIZ] HHELICEH M8 7HST helper 252 Cf3at Z5 LI

Amanda backup and archiving proto

FTP passive connection tracking

RAS proto tracking

Q.931 proto tracking

IRC DCC connection tracking

NetBIOS name service broadcast tracking

PPTP VPN connection tracking

SANE scanner connection tracking

SIP VoIP connection tracking

SNMP monitoring connection tracking

TFTP connection tracking

RTSP connection tracking
Match mark Y= mark 2t 742 D20 ZE ZQY SHLCEH AFEXtHE 5l /iptablesOl Al 0xO ~ OXFFFF
Atole] A4 M/miZl o8 X|Fgshor efLict
Limit matching ZE ZY X0 O AZHE A2 =5
HZF 025 Bl As AL XZE =ds Z06HE 3

Unlimited A3t 812

10/second =G 103

60/minute 2% 602

3/hour A2t 33|

500/day 5% 5002

custom AFEXL XN
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4.4.3 NAT Rules

General Settings  Port Forwards

Firewall - NAT Rules

as ne grained control over the source IP to outbound or forwarded traffic.

Match Action Enable

Unnamed NAT M | any Zo source IP

NAT 7|52 DAL AA Ee EXNXE BHSRLLCH Add £ Edit HES 28 &S MHSHAHL FEL

4.4.3.1 NAT Rules > General Settings

Firewall - NAT Rules - Unnamed NAT

Advanced Settings  Time Restrictions
Name

Restrict to address family automatic

lan lan: B9 wwan:

Match forwarded traffic from this IP or range.

Destination address -

Match forwarded traffic ed at the given IP address.

Action SNAT - R

Name NAT 1% O|§& HEELICE

Restrict to address family ZE ZQT fXl0] HE& |p HHME MEHBIL|C}
automatic X-&
IPv4 only IPv4 T§ZI0F NAT 3% X&, IPve T2l 27t
IPv6 only IPv6 T{ZI2F NAT F£ HE Ipv4 TjZl £7}
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Protocol NAT #2|0| ME8E|= ZZ2ES
Any BE Z2EZ Jts

HIGHLINK

TCP Transmission Control Protocol, 2[4 U= HZ (HTTP HTTPS, SSH, FTP X|0{, SMTP &)

UDP User Datagram Protocol, H{2Z& (VoIP DNS, A&, AE2|Y
ICMP ping, & OA[X|

custom ZEEE ZFE XA

Outbound zone NAT M2Z|E I{Zl0| MEE|= =&X| Zone &
Source address NAT Tt2/0| M2 mjZlo| ZFLX| IP = MEUZ &

Y 1P &7 :192.168.1.100 HEHZ &
MEUYI(CIDR) 2 :192.168.1.0/24
22 P 2% :192.168.1.100-192.168.1.200
BE IP:any
Destination address NAT 11+%0] M && mzlo| FHX| |Ip £ MEU
CHel 1p H7 :192.168.1.100 YEIZ
MEUYI(CIDR) B :192.168.1.0/24
22 |p 273 :192.168.1.100-192.168.1.200
BEIP:any
Action NAT T1&l0 O4&E =l

— = —_ 1 -
SNAT =2X| IPE X|H3st P2 1™ "ststLch 1™ 39 1p &

20| P AFBE P FAS YHFLIT

gEUCt

4.4.3.2 NAT Rules > Advanced Settings

Firewall - NAT Rules - Unnamed NAT

General Settings Time Res!

Outbound device -

Matches forwarded traffic using the specified outbound nef

Match mark ||

Matches a specific firewall mark or a range of different marks.

Limit matching -

Limits traffic matching to the sp

Match mark
[ Ch= HIO[X] ]

Outbound device L{E HEZ Ecjmo| F=2 L& If AHESH= QAHLO|AE
|

MG markZt 22 THZIEH NAT 73S HEstL|Ct (K| I81X
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Limit matching NAT +&/0f CH3l A|lZtE AZ =8 HMeHsto], atzob AZ,
Ch XEE ¢S =015HH CHE NAT A2 o7t L 0¥ g ELUCh
Unlimited A3t 81&
10/second =Y 102]
60/minute =% 603
3/hour A|ZtE 33|

500/day &% 5002

custom AEX} X|7H

4.4.3.3 NAT Rules > Time Restrictions
Aot AZHOHOEE NAT 7| s0] 2d3tE| =8 dYetL|Ct

Firewall - NAT Rules - Unnamed NAT

General Settings = Advanced Settings
Week
Month Days

Start Time (hh:mm:ss)

Stop Time (hh:mm:ss)

Start Date

yy-mm-dd)

Stop Date (yyyy-mm-dd)

Time in UTC
Week Days 2QUFE AQAS T AEY 2US MESILCH (55 ME
Month Days 122 31 AL0|Q] ERE MEASLICE (B ME 7h5)
Start Time (hh:mm:ss) O§Q A|ZF A|Ztat BF A|ZHS X880 NAT 7|52
Stop Time (hhemm:ss) O A[ZF A|ZEat B8 A|ZH2 X750 NAT 7|58
Start Date (yyyy-mm-dd) A|Z 7|Zt2 X|735H0] NAT 7|52 AM&gL|CE
Stop Date (yyyy-mm-dd) AlZ 7|7t X|7H35H0] NAT 7|52 AH&gL|CE
Time in UTC A[AHR A2t 7|ES MERGHL|CE
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58 / 63 H|O|X|
Appendix
B SHUEEY 9 MR
=3 @c HojE 25 Z|c &4 =3 (dBmz*2dB) Sl Z'E (dBm)
2.4GHz 5GHz 2.4GHz 5GHz

1 Mbps 23 - -97 -

2 Mbps 23 - -95 -

802.11b 5.5 Mbps 23 - -93 -

11 Mbps 23 - 91 -
6 Mbps 23 23 -95 -95
9 Mbps 23 23 93 -93
12 Mbps 23 23 91 -90
802.11g 18 Mbps 23 23 -89 -88
802.11a 24 Mbps 23 23 -86 -86
36 Mbps 23 23 -83 -84
48 Mbps 23 23 -80 -81
54 Mbps 21 21 -78 -79
MCS 0 22 23 -95 -96
MCS 1 22 23 93 94
MCS 2 22 23 91 91
MCS 3 22 23 -88 -89

802.11n HT20

802.11n/ac VHT20 MCS 4 22 23 85 87
MCS 5 22 23 -83 -85
MCS 6 21 21 -81 -82
MCS 7 20 20 -78 -79
MCS 8 - 20 - -76
MCS 0 21 23 92 93
MCS 1 21 23 -90 91
MCS 2 21 23 -88 -88
MCS 3 21 23 -85 -86
802.11n HT40 MCS 4 21 23 -83 -84
802.11n/ac VHT40 MCS 5 21 23 -81 -81
MCS 6 20 21 -78 -78
MCS 7 19 20 -75 74
MCS 8 - 20 - 72
MCS 9 - 19 - -69
MCS 0 - 23 - -90
MCS 1 - 23 - -88
MCS 2 - 23 - -85
MCS 3 - 23 - -83
MCS 4 - 23 - -80
802.11ac VHT80 VIS © - 53 - g
MCS 6 - 21 - -75
MCS 7 - 20 - 72
MCS 8 - 19 - -69
MCS 9 - 19 - -66
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% @c Ho|E &5 || &4 £3 (dBmz=2dB) X3 =M Z= (dBm)
2.4GHz 5GHz 2.4GHz 5GHz

MCS 0 22 23 -95 -96

MCS 1 22 23 -93 -94

MCS 2 22 23 -90 91

MCS 3 22 23 -87 -89

MCS 4 22 23 -84 -86

802.11ax HE20 MCS 5 22 23 -81 -83
802.11ax HE20 MCS 6 21 21 -79 -80
MCS 7 20 20 -76 -77

MCS 8 18 20 -73 -74

MCS 9 18 19 -70 -71

MCS 10 17 18 -68 -68

MCS 11 17 18 -65 -66

MCS 0 21 23 -92 93

MCS 1 21 23 -90 91

MCS 2 21 23 -87 -88

MCS 3 21 23 -85 -85

MCS 4 21 23 -83 -82

802.11ax HE40 MCS 5 21 23 -79 -79
802.11ax HE40 MCS 6 20 21 -77 -77
MCS 7 19 20 -74 -74

MCS 8 18 20 -71 -71

MCS 9 18 19 -68 -68

MCS 10 17 18 -65 -65

MCS 11 17 18 -63 -63

MCS 0 - 23 - -90

MCS 1 - 23 - -87

MCS 2 - 23 - -84

MCS 3 - 23 - -81

MCS 4 - 23 - -78

MCS 5 - 23 - -75

802.11ax HE8O MICS 6 - 5 - >
MCS 7 - 20 - -70

MCS 8 - 20 - -67

MCS 9 - 19 - -65

MCS 10 - 18 - -62

MCS 11 - 18 - -59
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ANTENNA CAUTION ANTENNA

DIVA-IAP-AX

Industrial A/B/G/N/AC & AX WI-F1

2.4 GHz OPERATION MODE
[0 Access Point
[ Transparent AP (WDS)
O Transparent Client (WDS)
[0 802.11s Mesh

5 GHz OPERATION MODE
[ Access Polnt
[ Transparent AP (WDS)
O Transparent Client (WDS)
[ 802.11s Mesh

IP ADDRESS
[0 DHCP
[ Stafk (Defaul IP Address 192.168.1.1 root / adnin)

©
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0000 0000
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